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IHOJIO’KEHHME O 3AINUTE IIEPCOHAJIBHBIX TAHHbBIX



1. O0mue moJioxkeHHUs.

1.1. Hacrosimee IlososkeHue pa3paboTaHO B IENSX 3alIUTHl MEPCOHATBHBIX JTaHHBIX,
oOpabaTbiBaeMbIX B WH(OPMALMOHHBIX CHUCTeMax NepcoHanbHbIX MaHHbIX ['KY3 «/lerckuii
caHaropuil «Tomonek» OT HECAaHKIMOHMPOBAHHOIO  JOCTYyIA, HENPaBOMEPHOIO  HX
WCII0JIb30BAHUS UM YTPATHI.

1.2. Tlonoxenue ompenenser oOecreyeHue B COOTBETCTBUU C 3aKOHOJIATEIHCTBOM
Poccuiickoit ®enepaunn 00pabOTKH, XpaHEeHUs U 3alIUThl [lepcoOHaIbHBIX JAaHHBIX, a TaKkKe
[IEPCOHAIBHBIX JaHHBIX, COACPIKAILNXCS B TOKYMEHTAX, MOJYYEHHBIX U3 IPYTUX OpraHu3aluil, B
00OpalIeHusX rpaX1aH U HHBIX CyObEKTOB EPCOHAIBHBIX TAHHBIX.

1.3. Tlonoxenue pa3zpaborano Ha ocHoBaHuu cT. 24 Koncruryuuu PO, denepanbHOro
3akoHa P® «O nepconambHbIX JaHHBIX» Ne 152-D3 ot 27.07.2006 r., 3akona «O06 uadopmarmm,
nHpopmatuzanuu u 3amure uHbpopmarumy Ne 149-O3 ot 27.07.2006 r., IlocranoBienus
[IpaBurensctBa Poccmiickoit @eneparmu ot 01.11.2012r. Nelll9 «OO0 yTBepkIeHUH
TpeOOBaHMH K 3alllUTe MEPCOHANbHBIX JaHHBIX IPH HUX 00paboTke B HH(OPMALUOHHBIX
CUCTEMAax MEPCOHAIBHBIX JAHHBIX», HOPMATHUBHO-NIPAaBOBBIMU akTamu Pocculickonn denepanun
B 00JIaCTH TPYIOBBIX OTHOIICHHH.

1.4. Hacrosiiee Ilonoxenue yrBepxknaercs HadanbHUKOM ['KY3 «/lerckuii canaropuit
«Tomonex».

1.5. U3menenus B IlonokeHne Moryt ObITh BHECEHBI B YCTAHOBJIEHHOM JEHCTBYIOIINM
3aKOHOJATEILCTBOM TOPSIZIKE.

1.6. B Hacrosmem [1oy105)keHUM UCTIONIB3YIOTCS CIEAYIOIINE OCHOBHBIE MOHATHUSA:

1.6.1. IlepconanpHble AaHHBIE — JTI00ast WHGOPMAIIHS, OTHOCSIASCS K ONPEACIICHHOMY
WIK OIpenesieMOMy Ha OCHOBAaHMUM Takod HHQOpManmu (QU3NYECKOMY JHUIY (CYOBEKTY
MePCOHANBHBIX TAHHBIX) — PAOOTHUKY, aOUTYPHEHTY, 00yJaroneMycsi, BEITYCKHUKY;

1.6.2 Oneparop — rocy1apCTBEHHbIM OpraH, MyHUIIUIIAIbHBIN OpraH, I0pUINYECKOE HIIH
(bu3UYecKoe JIMI0, OPTaHM3ylImKe W (WIM) OCYIISCTBISIONIME OOpaOOTKy NEPCOHATBHBIX
TAHHBIX, & TAKXKE OIMpPEeeSIIOIINEe eI U coJiepKaHne 00pabOTKU MEPCOHATBHBIX JaHHBIX

1.6.3. OGpaboTka MEepCOHAIBHBIX TAHHBIX - JEUCTBHS (OMEpaM) C TEPCOHATHLHBIMHU
JAaHHBIMU, BKJII0Yasi cOOp, CUCTEeMAaTHU3alliIo, HAKOIIJICHUE, XpaHeHHe, yTouHeHne (0OHOBIIEHHUE,
U3MEHEHHE), HCIIOJIb30BAHME, PACIPOCTpaHEHHE (B TOM UHMCIE Iepenady), oOe3IrurBaHuE,
OJIOKMPOBAaHUE, YHUUTOKEHHUE [IEPCOHATBHBIX JAHHbIX;

1.6.4. PacnpocTpaHeHue TE€pCOHAIBHBIX JIaHHBIX - JCHCTBHUSA, HAIpPABICHHBIE Ha
nepenavyy MNEpPCOHANbHBIX JAaHHBIX ONpEIeIEHHOMY Kpyry Juil (meperadya MepCOHaIbHBIX
JAHHBIX) WJIM Ha O3HAKOMJIEHHE C MEPCOHAJIbHBIMU JIAaHHBIMU HEOTPAaHWYEHHOTO Kpyra JuIl, B
TOM 4Hclie OOHapOJOBaHHE MEPCOHANBHBIX NTaHHBIX B CPEJACTBAX MaccoBOM HH(opManuw,
pasMenieHne B MHOOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETAX WJIH MPEJOCTaBIEHUE JOCTYMa
K IIEPCOHATLHBIM JAHHBIM KaKUM-TTHO0 MHBIM CIIOCOO0M;

1.6.5. Hcnonb3oBaHME TEPCOHANBHBIX JAaHHBIX — JIGHCTBUS  (omepanuu) ¢
MEePCOHATBHBIMU JAaHHBIMHU, COBEpIIAEMbIE ONEPATOPOM B UENSIX MPUHATUS PEIICHUN WK
COBEpIICHUS MHBIX JCHCTBUH, MOPOKAAOIINUX HOPUIUUYECKUE IOCIEICTBUS B OTHOUICHUH
CyObeKTa MePCOHANBHBIX JAHHBIX WU IPYTUX JIUI] JTUO0 MHBIM 00pa3oM 3aTparuBaroliuX MpaBa
1 CBOOO/IbI CyOBEKTa MEPCOHAIBHBIX TaHHBIX WM APYTUX JIULL;

1.6.6. biokupoBaHHe IEpCOHANBHBIX JAaHHBIX — BPEMEHHOE IpeKpalleHue coopa,
CHUCTEMAaTH3allM, HAKOIIEHUS, WUCIOJIb30BaHUA, PACIIPOCTPAHEHUS NEPCOHAIBHBIX JAHHBIX, B
TOM YHCJIE UX MEepeaayu;

1.6.7. YHUYTOXEHHE NEPCOHANBHBIX JAHHBIX — JEHCTBHUS, B pPE3yiabTaTe KOTOPBIX
HEBO3MOXHO BOCCTAaHOBUTH COJIEp’KaHHE MEPCOHAIBHBIX JaHHBIX B MH(GOPMALMOHHOM cucteme
NIEPCOHAIBHBIX JAHHBIX WM B PE3yJIbTaTe KOTOPHIX YHHYTOXKAIOTCS MaTepUaIbHbIE HOCUTENN
NEPCOHAIBHBIX JAHHBIX;

1.6.8. O0Ge3nmnuMBaHUE MEPCOHATBHBIX NAHHBIX — JCUCTBUS, B pE3yJbTaTe KOTOPBIX
HEBO3MOXKHO OIPEJeNIUTh NMPUHAUICKHOCTh MEPCOHANBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
NEePCOHAIBLHBIX JAHHBIX;

1.6.9. UndpopmanmoHHas cuctemMa nepcoHalbHBIX JaHHBIX — HH(OPMAIMOHHAS CUCTEMA,
MpEeJCTaBIAIONas COO0W COBOKYITHOCTh MEPCOHATIBHBIX JAHHBIX, COAEPKAIINUXCA B 0a3e TaHHBIX,



a Tarke MHOOPMAITMOHHBIX TEXHOJIOTUN M TEXHUYECKUX CPEICTB, MO3BOJISIOLINX OCYIIECTBISATh
00paboTKy TaKUX MEPCOHAIBHBIX JAHHBIX C MCIIOJIB30BAHUEM CPEJICTB aBTOMATU3ALUHN WIH O3
HCII0JIb30BAHUS TAKUX CPEACTB;

1.6.10. KoHpuaeHIMaTsHOCTh MEPCOHATBHBIX JaHHBIX — 0053aTENbHOE ISl COOIOICHUS
OTIepaToOPOM HJIM MHBIM TOJTYYUBIIMM JOCTYI K TIEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE
JOIyCKaTh UX pacnpocTpaHeHue 0e3 corjacus cyObeKTa NMepCOHAIBHBIX JAHHBIX WU HAJTUYUSI
MHOTO 3aKOHHOT'O OCHOBAHUS;

1.6.11. TpancrpanuyHas mepeaaya MEPCOHAIBHBIX JaHHBIX — IEepefadya NepCOHAIbHBIX
JaHHBIX oniepaTopoMm depes ['ocynapcreennyro rpanuny Poccuiickon @enepanyu oprasy BiIacTH
MHOCTPAHHOTO TOCYJapcTBa, (U3MUECKOMY WIM IOPUAMYECKOMY JIMLY HHOCTPAaHHOTO
rocyapcTBa;

1.6.12. OOmienocTynHbple NEPCOHANBHBIE TaHHBIE — IEPCOHAIBHBIC AaHHBIE, IOCTYI
HEOTrPaHUYEHHOTO Kpyra JIMIl K KOTOPBIM IPEIOCTaBIEH C COorjacusi CyObeKTa MEepCOHAIbHBIX
JAHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBMM C (hefepallbHBIMU 3aKOHAMHU HE pPacHpOCTpaHsAETCs
TpeboBaHue COOIOIEHN KOHPUACHITNATBHOCTH.

2. [lonsiTue U coepKaHHe MEPCOHATBHBIX JaHHBIX.

2.1. IlepconanbHble JaHHBIE — Jt00as MHPOpPMAIUsS, OTHOCSIIASACA K MPSAMO WIH
KOCBEHHO OIPE/IEJICHHOMY WJIM OIpeneisieMoMy (pU3n4ecKkoMy JIUIY (CyOBEeKTYy MepcoOHaIbHBIX
JAHHBIX), @ UMEHHO, HHpOpMaIusi, HeoOXoauMas ISl OCYIIECTBIEHUS! OCHOBHOM AESITETbHOCTH
I'KVY3 «/lerckuii canaropuii « Tomonex» u KaapoBOTO y4eTa COTPYIHUKOB.

2.2. OmnepatopoM mnepcoHaIbHbIX naHHbIX sBIgeTcss ['KY3 «J/lerckuii canatopwuit
«Tomonex».

2.3. Jlonyckaercs MpUBJeKaTh A1 00pabOTKU MEPCOHANBHBIX JaHHBIX YIOJIHOMOUYEHHbBIE
OpraHMu3alii Ha OCHOBE COOTBETCTBYIOLIUX JOTOBOPOB U COTJIAIICHUH.

2.4. TlepcoHanbHble JaHHBIE SIBJISIOTCS KOH(PHUICHIMAIbHBIMHU, XOTS, YYUTHIBas HX
MacCOBOCTb M €JMHOE MECTO 0OpabOTKH U XpaHEHUs, COOTBETCTBYIONIUHN rpu( OrpaHYCHUs Ha
HUX HE CTaBUTCS.

2.5. O6ecneyeHne KOH(PUICHIIMAITBHOCTH TTIEPCOHATLHBIX IAHHBIX HE TpeOyeTcs B ciiydae
00e3MYNBaHMs U B OTHOUIEHUH OOIIEOCTYIMHBIX EPCOHATbHBIX JAHHbBIX.

3. ITopsiaok moJryueHUust 1 00PadOTKH NMEePCOHATBbHBIX TAHHBIX.

3.1. TlomyueHue TmepCOHANBHBIX JAHHBIX OCYHIECTBISETCS B COOTBETCTBUU C
HOPMAaTUBHO-TIPaBOBBIMU  akTaMu  Poccuiickoii ~ dDenepauuu, HOPMATUBHBIMU U
pacniopsiautenbHbiMU - JokymMmeHTamMu ['KY3  «Jlerckuit canaropuii «TomoJsiek» Ha OCHOBE
corjacusi cyObeKTOB Ha 00pa0OTKY UX MEPCOHATBHBIX JaHHBIX.

3.2. Onepartop BrpaBe TpeOOBaTh OT CYObEKTa MEPCOHAIBHBIX JaHHBIX MPEI0CTABICHHUS
uH(popMaluu coriacHo cT. 6 u cr. 7 @enepanbHoro 3akoHa Ne 44 ( B T. 4. 0 €ro HallMOHAIBHOM U
PacoBOii MPUHAICKHOCTH, COCTOSTHUU 370POBbS U JP.).

3.3. be3 cormacus cyOBEKTOB OCYIIECTBISETCA 0O0paboTka OOIIETOCTYMHBIX
MEePCOHAIBHBIX TAHHBIX WM COJEPKAIIUX TOJIbKO (haMUJIMH, UMEHA U OTYECTBa, OOpalleHuil u
3alpoCcoB OpraHu3aluii ¥ (U3MUECKUX JHIl, PErucTpanus M OTIpaBKa KOPPECIOHACHIIUU
MIOYTOBOH CBA3bI0, O(hOPMIIEHHE Pa30BbIX MPOITYCKOB, 00paboTKa MEPCOHATIBHBIX JAHHBIX IS
UCTIOJIHEHUS TPYAOBBIX JOTOBOPOB MM 0€3 MCHOIb30BAHUS CPEICTB aBTOMATU3AIIUM, U B MHBIX
ClIydasix, IPEeAYCMOTPEHHBIX 3aKOHOIaTeNbCTBOM Poccuiickoit denepanun

3.4. O6paboTka M HCHOJBb30BaHUE MEPCOHATBHBIX ITAHHBIX OCYIIECTBIISIETCS B IEIAX,
YKa3aHHbIX B COIJIAIIEHUSAX C CyObEKTaMU MEpCOHAJIbHBIX MaHHBIX, a TaKkKe B CIyJasx,
MpeIyCMOTPEHHBIX HOPMAaTHBHO-TIPaBOBbIMH akTamMu Poccuiickoit @eaeparum.

3.5. He pomyckaercss NpUHATHE HAa OCHOBAHMU HCKJIIOYMTEIBLHO aBTOMATHU3MPOBAHHOMU
00pabOTKH MEPCOHANBHBIX JAHHBIX PEHICHUH, MOPOKIAIOIIUX IOPUINYECKUE IOCIEACTBUS B
OTHOIIEHUH CYObEKTa MEePCOHATBHBIX JaHHBIX MM MHBIM 00pa3oM 3aTparuBarolIMX €ro mpasa u
3aKOHHBIE UHTEPECHI.

3.6. B cnyuae yBOJbHEHMSA CyObEKTa MEPCOHAIBHBIX JAHHBIX M HMHOTO JOCTHXKEHUS
nesneil o0pabOTKK TMEPCOHAIBHBIX JaHHBIX, 3a()MKCUPOBAHHBIX B IMHCHMEHHOM COTJIAIlIEHUH,
Omneparop 00s3aH HE3aMEIJIUTENBHO MPEKPaTUTh O0O0pabOTKYy NEpCOHAJBHBIX JaHHBIX U



YHUYTOXKUTh COOTBETCTBYIOIIUE TIEPCOHAIbHBIE IaHHBIE B CpPOK, HE MPEBBIIIAIONIUN Tpex
pabounx QHEW ¢ JaThl TOCTHKEHUS Lenu oOpabOTKH MEpCOHATBHBIX JAHHBIX, €CIU HMHOE He
MPEeIyCMOTPEHO (peepabHBIMU 3aKOHAMH.

3.7. IlpaBuna oOpabOTKH M UCHOJIB30BAaHUS MEPCOHAIBHBIX IAHHBIX YCTAHABIMBAIOTCA
OTIIeNbHBIMU perslaMeHTaMu 1 uHCTpykuusaMu 'KV 3 «/lerckuii canatopuit «Tomnomnex».

3.8. IlepcoHanpHbIe AaHHBIE MOTYT XPAHUTHCS B OyMa)XHOM H(HMJIM) 3JIEKTPOHHOM BH[E
LEHTPAJIU30BaHHO WJIM B COOTBETCTBYIOIIMX CTPYKTYPHBIX MOJpa3AEICHUSIX C COOJIOJCHUEM
IIPEAYCMOTPEHHBIX HOPMAaTUBHO-IIPABOBBIMU akTamu Poccuiickoit denepauuu mMep 1O 3aIIUATE
MEePCOHAIBHBIX JTAHHBIX.

3.9. IlepeueHb CTPYKTYpHBIX TMOJApa3feieHUl W (WIM) OTAETBHBIX JOJIKHOCTEH,
UMEIOLUX TIpaBO Ha 00pabOTKy NEpPCOHANbHBIX JAHHBIX IIPENOCTaBIsAETCS pPabOTHUKAM
CTPYKTYPHBIX TOJApa3JeleHU (W) JOJDKHOCTHBIM JIMIIAM, OTPEICICHHBIM OTACIbHBIMU
[Ipukazamu, pacrnopsiAMTENILHBIMA JOKYMEHTAMU ¢ HMHBIMM THCHBMEHHBIMU YKa3aHUSIMU
ynoJHOMOYeHHbIX coTpyAHUKOB ['KVY3 «Jlerckuii canaTtopuii «Tomonex».

3.10. TlepconanpHble NaHHBIE 3AIIUIIAIOTCS OT HECAHKIIMOHMPOBAHHOTO JOCTYyIa B
COOTBETCTBUM C HOPMAaTHUBHO-IIPaBOBBIMM akTamMu Poccuiickont ®enepanuy, HOPMATHBHO-
pactopsiANTEIILHBIMUA aKTaMU M PEKOMEHIALMSIMHU PETYIUPYIOIINX OPTaHOB B 00JIACTH 3aIIUTHI
nH(pOpMaInY, a TAaKXKe YTBEPKICHHBIMHU pPerjaMeHTaMu U HHCTpyKuusiMu OnepaTopa

3.11. [Jlo Hayanma OCYIIECTBIICHHS TPaHCTPAaHHYHON Mepefaddl MEepCOHATBHBIX JTaHHBIX
otBeTcTBeHHBIN paboTHUK ['KY3 «JleTckmii canaropuit «Tomosek» 00si3aH yOEIUTHCS B TOM,
YTO MHOCTPAHHBIM TOCYJapCTBOM, Ha TEPPUTOPUIO KOTOPOTO OCYIIECTBISETCS Iepeaaya
MEepPCOHAIBHBIX JaHHBIX, OOECIeurnBaeTCs aJeKBaTHas 3alluTa MpaB CyObEKTOB NMEPCOHAIBHBIX
JTAaHHBIX.

TpancrpannyHass mepenaya IMEPCOHAIBHBIX JIA@HHBIX Ha TEPPUTOPUU HWHOCTPAHHBIX
rocyiapcTB, He O0O0eCleyuBaIOUIUX aJeKBaTHOM 3alllUThl IpaB CYOBEKTOB MEPCOHATBHBIX
JAHHBIX, MOYKET OCYIIIECTBIISITHCS B CIIydasix:

3.11.1. Hanuuus cornacusi B MUCbMEHHOU (popme CyObheKTa MepCOHAIbHBIX JTaHHBIX;

3.11.2. ITpeaycMOTpEeHHBIX MEXAYHAPOAHBIMU oroBopamu Poccuiickoii denepanuu mno
BOIIPOCAM BBIJIAYM BU3, MEXKIYHAPOIHBIMHU JoroBopamu Poccuiickoit denepannn 00 oKa3zaHUU
MPaBOBOM TMOMOIIM TIO0 TPaXKIAHCKUM, CEMEHHBIM U YTrOJOBHBIM JlelaM, a TakKke
MEXIYHapOJHBIMU JoTOBOpamu Poccuiickoit Denepaniuu 0 peaiMUCChH;

3.11.3. mpenycMoTpeHHBIX (eaepaTbHBIMUA 3aKOHAMHU, €CIIH TO HEOOXOJMMO B HEJAX
3alUThl OCHOB KOHCTUTYIMOHHOTrO ctpos Poccuiickoit ®enepanuu, obOecrieueHrus OOOPOHBI
CTpaHbl U OE30MaCHOCTH rOCY/IapCTBa;

3.11.4. ucnosHEHUs JOrOBOpa, CTOPOHON KOTOPOTO SIBJISETCS CYOBEKT MEPCOHAIBHBIX
JTAHHBIX;

3.11.5. 3ammThl KU3HU, 3/I0POBbS, WHBIX JXU3HEHHO BAXKHBIX HHTEPECOB CYOBEKTa
MEePCOHANBHBIX JAHHBIX MW JPYTUX JIMI[ TpPU HEBO3MOXKHOCTHU TOJYYEHHS COrjacus B
MUCbMEHHOU (popme cyObeKTa NepCOHAIbHBIX JAHHBIX.

4. IlpaBa, 0013aHHOCTH M OTBETCTBEHHOCTh Cy0ObeKTa NMEPCOHAJbHBIX JAHHBIX M
Omneparopa npu 00padoTKe NePCOHATBbHBIX JAHHBIX/

4.1. B mnenmsax oOecrieyeHHs 3alIMThl CBOMX MEPCOHAIBHBIX JAHHBIX CYOBEKT
NEPCOHATBHBIX JAHHBIX B cOOTBETCTBUU ¢ DenepanbHbIM 3akoHOM Poccuiickoit dexepannu ot
27.06.2006 1. Ne 152-®3 «O mnepcoHalbHBIX JAHHBIX» 3a MCKIIOUEHUEM CIIy4yacs,
PEeyCMOTPEHHBIX aHHBIM DenepabHbIM 3aKOHOM, UMEET MPaBo:

4.1.1. Ha nonmydenue ceneHuii 06 OnepaTope, 0 MECTe €ro HaXOXAEHUs, O HAJUYUU Y
Omnepatopa TNEpCOHANBHBIX JIAHHBIX, OTHOCSIIUXCA K COOTBETCTBYIOIIEMY CYOBEKTY
NEPCOHANBHBIX JAHHBIX, a TAK)KEe HA 03HAKOMJICHHE C TAKUMU I€PCOHAIbHBIMU JTAHHBIMH;

4.1.2. TpeboBarb ot OmnepaTopa YTOYHEHHUS CBOUX IMEPCOHAJIBHBIX JaHHBIX, HX
OJOKMpOBaHMSA WJIM YHUYTOXKEHHS B CiIydae, €CIM MEepCOHAJbHBIE JAHHBIC SIBJISIOTCS
HEMOJHBIMH, YCTApEBIIMMHU, HEJOCTOBEPHBIMH, HE3aKOHHO MOJYYEHHBIMU WM HE SBISIOTCA
HEOOXOJUMBIMU ISl 3asBJICHHOW Lienu oOpabOTKM, a TakkKe NPUHUMATh MPeayCMOTpPEHHbIE
3aKOHOM MEPHI I10 3alUTe CBOMX MPaB;



4.1.3. Ha nonydenue mpu oOpalleHUH HJIM TpU TOJyYCHHUU 3ampoca HWHGOpMAIWH,
Kacarolencss 00pabOTKHU €ro MepcoHaIbHBIX JaHHBIX;

4.1.4. Ha oGxanoBanue neiictBuii miam Oe3neiictBus Omeparopa B yHOJHOMOYEHHBIN
Opras Io 3aIIuTe IPpaB CyObEKTOB EPCOHAIBHBIX JJAHHBIX WIH B CyI€0HOM MOPSJIKE;

4.1.5. Ha 3ammuTy CBOMX IpaB M 3aKOHHBIX MHTEPECOB, B TOM 4YMCJIE HA BO3MEILECHUE
yOBITKOB ¥ (MJIM) KOMITEHCAITMIO MOPATBHOTO Bpe/ia B CyJIeOHOM MOPSIIKE.

4.2. O6s3anHOoCcTH OniepaTopa npu cOOpe MePCOHATBHBIX JTaHHBIX.

4.2.1. Omneparop o0s13aH OE3BO3ME3/IHO MPEIOCTABUTH CYOBEKTY MEPCOHATBHBIX JaHHBIX
WM €ro 3aKOHHOMY IPEICTaBUTENI0 BO3MOKHOCTh O3HAKOMIIEHUS C II€PCOHAIbHBIMU JIaHHBIMH,
OTHOCSIIIIMMHUCS K COOTBETCTBYIOILIEMY CYOBEKTY MEPCOHAIBHBIX JaHHBIX, a TAK)KE BHECTH B HUX
HEOOXO/IMMbIE W3MEHEHHsSI, YHUUTOXKHUTh WIH OJOKHPOBAaTh COOTBETCTBYIOIIHE IMEPCOHAIBHBIE
JaHHbIE 10 MPEJOCTaBICHUU CYOBEKTOM IEPCOHAIBHBIX JAHHBIX WM €ro 3aKOHHBIM
MIPE/ICTAaBUTENIEM CBEJIEHUH, TMOATBEPKJAIOLIUX, YTO IEpPCOHAJIbHbIE JaHHBbIE, KOTOpPbIE
OTHOCSITCSI K COOTBETCTBYIOIIEMY CYOBEKTY M 00pabOTKYy KOTOPHIX ocymiecTBisieT Omnepatop,
SIBJISIFOTCSI HETIOJIHBIMU, YCTapEBUIMMU, HEJOCTOBEPHBIMHU, HE3aKOHHO NOJYYEHHBIMU WJIM HE
SIBJISIIOTCS. HEOOXOMMBIMU JIJTs1 3asIBJICHHOM 1€ 00paOOTKH.

4.2.2. O BHECEHHBIX U3MEHEHMSIX U MPEeaNpUHATHIX Mepax Orneparop 00s13aH yBEIOMUTH
CcyObeKTa MepPCOHAIbHBIX JaHHBIX WM €r0 3aKOHHOTO MPEICTaBUTENS U TPEThbUX JIUL, KOTOPhIM
MepCoHaIbHbIE JaHHBIE 3TOTO CYOBEKTa ObLIH MEepeIaHbl.

4.2.3. B ciyyae BBISBICHHS HENPAaBOMEPHBIX JIEHCTBUN C MEPCOHAIBHBIMU JTaHHBIMU
OmnepaTop B CpPOK, HE MPEBHIMIAIONIUN TpeX padOouMX JHEH C JaThl TAKOTO BBISBIICHUS, 00s3aH
YCTPaHUThH JOMYLIEHHbIE HAPYILIEHHUS.

4.2.4. B cimydae HEBO3MOYKHOCTM YCTPAHEHMs JOIYIIECHHBIX HapymeHni OrnepaTop B
CPOK, HE MPEBBIIAIONINN TpeX pabodynX JHEH C JaThl BHISIBJICHHS HEIIPABOMEPHOCTH JICUCTBUH C
MepPCOHAIbHBIMU JIaHHBIMU, 0053aH YHUUTOXHUTh NEPCOHAIbHBIEC TaHHBIE.

4.2.5. O6 ycTpaHeHUHU IOMNYIICHHBIX HAPYIIEHUH WA 00 YHHUUYTOXEHUHU MEPCOHATBHBIX
nanHblx OmepaTop 00s3aH YBEJOMHTH CyOBEKTa NMEPCOHANBHBIX JAAHHBIX HIJIM €0 3aKOHHOTO
MIpPEICTaBUTEIS.

4.2.6. B ciydae oT3pIBa CyOBEKTOM IEPCOHAIBHBIX NTAHHBIX COTJIacHS Ha 0OpabOTKy
CBOMX TEPCOHANBHBIX JaHHBIX OrmepaTtop o00s3aH MPEKpaTUTh 00pPaOOTKY MEePCOHATBHBIX
JTAHHBIX U YHUUYTOKUTh [IEPCOHANBbHBIE IaHHBIE B CPOK, HE MPEBBILIAIONINI TpeX paboyux AHEH ¢
JaThl MOCTYIJICHUS! YKAa3aHHOTO OT3bIBA, €CIUM MHOE HE MPEIyCMOTPEHO COTJIAICHUEM MEXIy
OneparopoM U cyOBEKTOM MEPCOHATBHBIX JaHHBIX.

4.2.7. O0 yHHUYTOKEHUH MIEPCOHATBHBIX TaHHBIX Oneparop 0053aH YBEIOMUTh CYObhEKTa
MEePCOHAIBHBIX JAHHBIX.

4.3. IlpaBa Oneparopa Ha niepeady NepcoHaIbHBIX TaHHBIX TPETHUM JIMIIAM.

4.3.1. Omnepatop He BIpaBe 0e3 MHCHBMEHHOTO COTJacUsi CyOBeKTa MepCOHAIBHBIX
JaHHBIX TepefaBaTb oOpabaThiBacMble IEpPCOHAIbHBIC JaHHBIE TPETbUM JUIAM, 3a
UCKITIOYCHHEM CITy4aeB, MPEAYCMOTPEHHBIX 3aKOHO1aTeNbcTBOM Poccuiickoit deneparuun

4.3.2. Ilepemaua mepcOHaJbHBIX JAaHHBIX CYObEKTa TPETHUM JIMIAM JOJDKHA
MIPOU3BOJIUTCS B COOTBETCTBUU ¢ PerimameHTOM mepenaud MEPCOHANBHBIX AAHHBIX TPETHUM
JTUIAM.

5. OTBeTCTBEHHOCTH 32 pa3rjanieHne NepcoOHATbHBIX JaHHBIX.

5.1. Omnepatop, a TaKXe JOJKHOCTHBIE JIMIla, BUHOBHBbIE B HapyIICHWU TpeOOBaHUIA
OenepanbHoro 3akoHa PP «O mepconanbHbIX gaHHBIX» Ne 152-®D3 ot 27.07.2006, HecyT
IPaXXIAHCKYIO, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JUCUUIIIIMHAPHYIO U UHYIO NIPEAYCMOTPEHHYIO
3aKoHoAarenbCcTBOM Poccuiickoit denepaniu OTBETCTBEHHOCTD.

5.2. OTBeTCTBEHHOCTh 3a COOMIOIeHHE TpeOOBaHMM 3akoHOAaTeNnbcTBa Poccuiickoii
®enepanun npu 00pabOTKe U UCHOJIb30BAHMU MEPCOHANBHBIX JAHHBIX BO3J1araeTcs B MpHKa3e
00 yrBepxaeHun llojmokeHHs W MHBIX MpUKa3ax Ha PYKOBOJAUTENEH CTPYKTYPHBIX
MOJIpa3/ieIeHuii W KOHKPETHBIX JIOJDKHOCTHBIX Jiniy  Omepatopa, 00pabaThIBarOIIUX
MIEPCOHAJIbHBIE JAHHBIE.



6. OcHOBHBIE NPUHUMIBI TOCTPOEHHS CHCTEMbl KOMIJIEKCHOW  3alMThI
uHpopMmanuu

[Toctpoenne  cucrembl  oOecreueHHss  0O€30HMACHOCTH  MEPCOHAIBHBIX  JAHHBIX
MH(POPMAIMOHHBIX cUcTeM nepcoHanbHbIX HaHHbIX ['KY3 «Jlerckuit canaropuii «Tomnonex» u
uX (QYHKIMOHUPOBAHUE JOJKHBI OCYIIECTBISATHCS B COOTBETCTBHH CO CICAYIOIIMMH OCHOBHBIMU
MPUHLUTIAMH:

- 3aKOHHOCTD;

- CHCTEMHOCTE;

- KOMIUICKCHOCTE;

- HEMPEPHIBHOCTB;

- CBOEBPEMEHHOCTb;

- IPEEeMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIICHCTBOBAHUS;

- TIEpPCOHAJIbHASI OTBETCTBEHHOCTH;

- MUHMMHA3AIUS IOJITHOMOYHI;

- B3aUMOJICUCTBHUE U COTPYTHUYECTBO;

- THOKOCTh CUCTEMBI 3aIUTHI;

- OTKPBITOCTH AJITOPUTMOB M MEXaHU3MOB 3aIUTHI;

- IPOCTOTa MPUMEHEHUS CPEICTB 3aIUTHI,

- Hay4yHas 000CHOBAaHHOCTh M TEXHUYECKAS PEATH3YEMOCTh;

- crenuanu3anus U mpoecCuOHAIHI3M;

- 00s13aTe€IbHOCTD KOHTPOJIS.

6.1 3akoHHOCTH

[IpeamonaraeT OCYIIECTBIACHUE 3alllUTHBIX MEPONPHUATHA H Pa3pabOTKy CHUCTEMBbI
3amuThl nepcoHanbHbix gaHHbIX (C3IIdu) ['KY3 «Hemckuti canamopuii «Tononek» B
COOTBETCTBHUH C JACHCTBYIOIINM 3aKOHOJIATEILCTBOM B 00JIACTH 3aIIUTHI IEPCOHAIBHBIX JAaHHBIX
W JpYruX HOPMATHBHBIX aKTOB IO 0O€30MacHOCTH WH(OpMAaIuu, YTBEP)KICHHBIX OpraHamMu
rOCyJIapCTBEHHOM BJIACTH W YNPABJICHUA B MIPEAEIaX UX KOMIIETCHIUU.

[Tonp3oBarenu u 00CTyKUBAIONTUN TIEPCOHAT MH(GOPMAIIMOHHBIX CUCTEM TIEPCOHATBLHBIX
naHubIX [ KY3 «/[emckuii canamopuii «Tononek» IODKHBI OBITh OCBEIOMIJICHBI O IOPSIKE
paboTHI ¢ 3amuiiaeMoil HHpopMarue 1 00 OTBETCTBEHHOCTH 3a 3autuThl [1J[H.

6.2 CucTeMHOCTh

Cuctemubii noaxon k mnoctpoenuto C3I[Au [KYV3  «llemckuti  canamoputi
«TononexynpeanonaraeT y4eT BC€X B3aMMOCBSI3aHHBIX, B3AMMOCHCTBYIOIIMNX U U3MEHSIOIIUXCS
BO BPEMEHH JJIEMEHTOB, YCIOBHH M (PAKTOPOB, CYIIECTBEHHO 3HAYMMBIX I MOHUMAHUS W
pemienus npobrnembl obecneuenus OesomacHoctu WCI[An IKV3 «/Jemckuii canamopuii
«Tononexy.

[Ipy co3maHuM cHCTEMBbI 3alIUTHl JOJDKHBI YYUTHIBATHCS Bce ciabble U Haumbouiee
ySI3BUMBIE MECTa CUCTEMBbI 00paOOTKH MEePCOHATBHBIX JaHHBIX, a TAKXKE XapaKTep, BO3MOXKHbBIE
OoOBEKTHl M HaNpaBJICHUS AaTaKk Ha CHCTEMY CO CTOpPOHBI HapymuTeneid (ocoOeHHO
BBICOKOKBaTU(PUIIMPOBAHHBIX 3TIOYMBIIIICHHUKOB), MYTH MPOHUKHOBEHUS B pacHpeelcHHbIC
cucrembl 1 HCJ[ k undopmanuu. Cuctema 3amuThl JOHKHA CTPOUTHCA C YUETOM HE TOJIBKO
BCEX M3BECTHBIX KaHaioB npoHuKHOBeHUS M HCJI k nH(pOpMaIum, HO U ¢ y4€TOM BO3MOXHOCTHU
MOSIBJICHUSI IPUHIIMIHAIFHO HOBBIX MyTeH peanu3aiii yrpo3 0e30MacHOCTH.

6.3 KoMIUIEKCHOCTE

KomniekcHoe  MCMONBb30BaHWE  METOAOB W CPEIACTB  3AlIUTHI  MPEANOJIaraeT
COTJIACOBAHHOE NPHUMEHEHUE PA3ZHOPOAHBIX CPEIACTB IMPU MOCTPOECHUU LEIOCTHOM CHCTEMBI
3aIlUThI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHBIC (3HAUMMBIC) KaHAJIBI pealu3alliil yrpo3 U He
coJiepskarieil cmabbIx MECT Ha CThIKaX OTAEIBHBIX €€ KOMIIOHEHTOB.

3amura JI0JDKHA CTPOMUTHCS  DLIETOHUpPOBaHO. /[l KakJoro KaHalla yTE€UKH
uHpopMallud W IS KaXAOH Yrpo3bl O€30MacHOCTH JIOJDKHO CYIIECTBOBATh HECKOIBKO
3amuUTHBIX pyOexeil. Co3gaHue 3alUTHBIX PyOekeil OCYIIECTBISIETCS ¢ YYE€TOM TOTO, YTOOBI
JUI WX TPEOJIONICHUs] MOTEHIMATILHOMY 3J0YMBINIJICHHUKY TpeOoBaMCh MpodecCHoHaIbHbIe
HaBBIKH B HECKOJIBKUX HEB3aMMOCBS3aHHBIX 00JIACTAX.



Buemnss ~ 3ammra  JO/DKHAa  oOecneumBaThcs  (U3MYECKUMHU  CPEJICTBAMH,
OpraHu3allMOHHBIMU M TpPaBOBBIMH Mepamu. OaHuM U3 HauboJjiee YKpPEIUIEHHBIX pyOexei
NpU3BaHbl OBITH CPEACTBA KPUNTOrpaUUecKOl 3aIIMThI, PEaTM30BAHHBIC C HCIIOJIb30BAHUEM
texHosorun VPN. IlpuknanHol ypoBeHb 3aIUTHI, YYUTHIBAIOUINI OCOOCHHOCTH MPEAMETHOM
001acTH, IPEACTABISAET BHYTPEHHUI pyOeK 3alUTHI.

6.4 HemnpepbsIBHOCTD 3alIUThI IEPCOHATBHBIX JAHHBIX

3amura nepcoHalbHbIX JaHHBIX — HE Pa30BOE€ MEPONPUATUE U HE MPOCTas COBOKYITHOCTh
IIPOBEJICHHBIX MEPOIPHUITHA M YCTaHOBJEHHBIX CpPEACTB 3allUThl, a HENPEPbIBHBIN
LIeJICHAINIPaBJICHHbI TPOLECC, MPEANOJaraloluii TpUHATHE COOTBETCTBYIOIIMX MEpP Ha BCEX
dTamnax KU3HEHHOTO UKJIa HH()OPMAIIMOHHON CHCTEMBI TIEPCOHANBHBIX JTAHHBIX.

NudopmanioHHBIE CHCTEMBl TEPCOHATBHBIX JAHHBIX JIOJDKHBI HAXOJUTHCS B
3alMIIEHHOM COCTOSIHUM Ha NPOTSKEHUM BCEro BPEMEHM MX (QPYHKUHOHUpOBaHUA. B
COOTBETCTBUU C 3TUM MPUHIUIIOM JOJDKHBI MPUHUMATHCS MEPHI M0 HEJIOMYIICHUIO Nepexonaa
MH(OPMALIMOHHBIX CHCTEM NEPCOHANIbHBIX JaHHBIX B HE3AIIUIIIEHHOE COCTOSTHHE.

BonbmnHCTBY (GU3MYECKUX W TEXHUYECKUX CPEACTB 3alluThl A1 3(PPeKTHBHOTrO
BBINIOJIHEHUS] CBOMX (PYHKIUN HEoOXoAMMa IOCTOSIHHAs TEXHMYECKas M OpraHu3allMOHHas
(aAMUHUCTpAaTHBHAsI) TOJJIEPkKKAa (CBOEBpPEMEHHass CMEHa H OOecredeHue MPaBUIILHOTO
XpaHeHMs] W TIPUMEHEHUs WMEH, TMapoJied, KIYel mudpoBaHus, MepeonpeeieHne
nonHoMouud U T.1.). IlepepbiBbl B paOoTe CpeAcTB 3alIUTBl MOTYT OBITH HCIIOJIb30BaHbI
3JI0YMBIIIJICHHUKAMU JIJIsl aHaJu3a IPUMEHSEMbIX METOJIOB M CPEJICTB 3alUThI, JJIs BHEAPEHUS
CHELUAaJIbHBIX NPOrPaMMHBIX W aNMNapaTHBIX ''3aKJIAagoK" W JAPYrUX CPEACTB IPEOJOJIEHUS
CHCTEMBI 3aIUThI TIOCJIE BOCCTAHOBIIEHUS €€ PYHKIIMOHUPOBAHUS.

6.5 CBoeBpeMEeHHOCTD

[Ipenmomnaraer  ympexxjparoumuil  xapaktep  Mep  oOecriedeHHs]  O€30MacHOCTH
MEepPCOHAIBHBIX JaHHBIX, TO €CTh MOCTAHOBKY 3a/1a4 10 KOMIUIEKCHON 3aluTe HHPOPMAITHOHHBIX
CUCTEM IMEPCOHANBHBIX JaHHBIX M pealln3alnio Mep odecrieueHus: 6€30MacHOCTH MePCOHATBHBIX
JAHHBIX Ha PaHHUX CTAIUAX Pa3paOOTKU MH(YOPMALMOHHBIX CHCTEM MEPCOHAIBHBIX JaHHBIX B
L[EJIOM U €€ CUCTEMBI 3aluThl HH(OPMaLIUH, B YaCTHOCTH.

Pa3paboTka cucTeMbl 3alIMTHl JOJDKHA BECTHCh MapajyielbHO C pa3pabOTKON U
Pa3BUTHEM CaMOH 3aIIUIIAEMOM CUCTEMBI. DTO MO3BOJIUT y4ECTh TPEOOBaHUS OE30MaCHOCTH MPH
MIPOEKTUPOBAHUH APXUTEKTYPhl U, B KOHEYHOM cueTe, co3AaTh Ooiiee 3(peKTUBHbIE (KakK IO
3aTpaTaMm pecypcoB, TaK U IO CTOMKOCTH) 3aIUIICHHbIE CUCTEMBI.

6.6 IIpeeMCTBEHHOCTh M COBEPILIEHCTBOBAHHE

[IpenmonaratoT NOCTOSSHHOE COBEPIICHCTBOBAHUE MEP M CPEACTB 3aIIUThl HH(GOPMALIUU
Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3ALMOHHBIX U TEXHUYECKUX PELlEeHUH, KaJpOBOTO COCTAaBa,
aHayn3a (QYHKIHMOHUPOBAHUS WH(DOPMALMOHHBIX CUCTEM MEPCOHANBHBIX JaHHBIX U UX CUCTEMbI
3alUTHI C YYETOM M3MEHEHUH B METOJaX M CpPeACTBax mepexnBaTa MH(OpMAIK, HOPMATUBHBIX
TpeOOBaHUH MO 3aIUTE, JOCTUTHYTOTO OTEYECTBEHHOTO U 3apy0eKHOTO OMbITa B ATOM 00s1acTu.

6.7 IlepcoHanbHast OTBETCTBEHHOCTD

[Ipenmonaraer BO3MOKEHHWE OTBETCTBEHHOCTHM 3a olOecrmeueHue 0e30MacHOCTH
MEePCOHANBHBIX JIAHHBIX U CHUCTEMBI UX OOpabOTKH Ha Ka)XJOTO COTPYJHUKA B Mpeienax ero
MOJIHOMOYUH. B COOTBETCTBUMU € 3TUM NIPHUHIMIIOM pachpeesieHue mpaB U 00s3aHHOCTEH
COTPYIHUKOB CTPOMTCS TAKUM 00pazoM, 4TOObI B Cilydyae JIt000ro HapyIIeHUs! Kpyr BUHOBHUKOB
ObUT YETKO U3BECTEH WM CBEJICH K MUHUMYMY.

6.8 IlpuHIMI MUHUMU3ALUNA TTOTHOMOYHMA

O3Hauaer MpEeAOCTaBICHHE IOJI30BATEISIM MHUHUMAJIBHBIX TpaB  JOCTyNa B
COOTBETCTBUHU C IPOU3BOJCTBEHHOW HEOOXOJMMOCTBIO, HA OCHOBE MpPHUHIUIA «BCE, YTO HE
pa3pelleHo, 3apeLICHO».

JlocTynl K NMEepCOHANBHBIM JTaHHBIM JOJDKEH NMPEAOCTABIATHCS TOJIBKO B TOM CIIydae W
o0beMe, el 3TO He0OXOIMMO COTPYAHUKY JUIS BBITIOJIHEHUS €T0 JODKHOCTHBIX 003aHHOCTEH.

6.9 BsaumojeiicTBHEe U COTPYIHUYECTBO

[Ipennonaraer co3ganue OIaronpusTHON arMocdepbl B KOJIEKTUBAX MOJpa3/ieieHui,
o0ecreynBaroIuX JesITeIbHOCTh MH()OPMAIMOHHBIX CUCTEM IEpCOHANBHBIX JaHHbIX [ KV3
«emcxuui canamopuu «Tononexy», IUisl CHUKEHUSI BEPOSATHOCTH BO3HMKHOBEHMsSI HETaTHUBHBIX
JCVCTBUI CBSI3aHHBIX C YEIIOBEYECKUM (DaKTOPOM.



B Ttakoii 00cTaHOBKE COTPYTHUKH IOJDKHBI OCO3HAHHO COOJIOATh YCTaHOBIICHHBIC
MpaBWJIa U OKa3bIBaTh COJICHCTBUE B JEATCILHOCTH MOJPA3ACICHUN TEXHHUYECKOW 3alIUThI
uH(pOpMAaIINH.

6.10 T'mOKOCTH CUCTEMBI 3AIUTHI IEPCOHANBHBIX JAHHBIX

[TpuHATHIE MEPHI M YCTAHOBIIEHHBIC CPEJICTBA 3alIUTHI, OCOOCHHO B HAYaJIbHBINA MEPHO]]
WX OJKCIUTyaTallMd, MOTYT oOecleyrBaTh KaK YpPE3MEpHBIA, TaK W HEIOCTATOYHBIA YpOBEHB
3amuThl. JJis oOecriedeHrsl BO3MOXKHOCTH BapbUPOBAaHUS YPOBHEM 3alMIIEHHOCTH, CPEICTBA
3aIUTHI JIOJDKHBI 00Ja/aTh OINpeAeNeHHOW THOKOCThI0. OCOOEHHO BaKHBIM 3TO CBOWCTBO
SBJIICTCS B TEX CIy4asX, KOTJa yCTAaHOBKY CPEJICTB 3alllUThl HEOOXOJMMO OCYIICCTBIISATH HA
paboTaroIyto CUCTEMyY, HE HapyIas mpoiecca €¢ HOpMaabHOTO (PYHKITMOHHPOBAHUSI.

6.11 OTKPBITOCTH AITOPHUTMOB U MEXaHU3MOB 3aIITUTHI

CyTh IPHHIMITA OTKPHITOCTH AJTOPUTMOB M MEXaHU3MOB 3aIUTHI COCTOUT B TOM, YTO
3aIUTa HE JIOJDKHA 00ECIIeYUBATHCS TOJIBKO 332 CUET CEKPETHOCTH CTPYKTYPHOU OpraHu3alliu U
QITOPUTMOB (DYHKIITHOHHPOBAHWUS €€ TIOJICUCTEM. 3HAHUE aJITOPUTMOB PAaOOTHI CHCTEMBI 3aITUTHI
HE JIOJDKHO J1aBaTh BO3MOXKHOCTH €€ MpeojosieHus (naxe aBropam). OIHaKO, 5TO HE O3HAYAET,
9710 WH(GOPMAIIUS O KOHKPETHOW CHCTEME 3aIIHTHI IOJDKHA OBITh OOIMIE0CTYITHA.

6.12 TIpocroTa MpUMEHEHHSI CPEJICTB 3AIUTHI

MexaHHU3MBI 3aIIUTHl IOJKHBI OBITh MHTYUTHBHO TIOHSTHBI U MPOCTHI B M CIIOJIb30BAHUH.
[TpuMeHeHre cpeICTB 3aIIUTHI HE JIOJDKHO OBITH CBSI3aHO CO 3HAHWEM CICITHATBHBIX S3BIKOB MU
C BBITIOJHCHUEM JICHCTBUM, TPEOYIOMUX 3HAYUTEIBHBIX JOMOJTHHUTEIBHBIX TPYI03aTpar IMpu
OOBIYHOH PabOTe 3apETHCTPUPOBAHHBIX YCTAHOBICHHBIM MOPSIKOM TIOJIb30BATENICH, a TAKKE HE
JOJDKHO TpeOOBaTh OT TIOJB30BATEINS BBIOJIHEHUS PYTHHHBIX MAJOMOHATHBIX €My OTeparuii
(BBOJI HECKOJIBKHX TTApOJICH ¥ UMEH U T.]1.).

JloJKHA JTOCTUTaThCsl aBTOMATH3AIMs MaKCHMAaJIbHOTO YMCIIA JICHCTBUHN TOJIb30BaTEICH
U aIMMHHCTPATOPOB UH()OPMALIMOHHON CUCTEMBI TIEPCOHAIBHBIX JaHHBIX.

6.13 Hayuynast 000CHOBaHHOCTb M TEXHHUYECKAsI PEATU3yEeMOCTh

NudopmanrionHble TEXHOJOTUH, TEXHUYECKHE M MPOTpaMMHBIE CPEACTBA, CPEACTBA U
Mepbl 3alIUThl UHPOPMAIUKU JOJDKHBI OBITh pealn30BaHbl HA COBPEMEHHOM YPOBHE pa3BUTHUS
HAayKH WU TEXHUKH, HAy4YHO OOOCHOBAaHBI C TOYKHU 3pPEHUS JIOCTHKEHMsI 3aJJaHHOTO YpPOBHS
6e3omacHOCTH HWH(MOPMAlMU U JODKHBI COOTBETCTBOBAaTh YCTAHOBJIEHHBIM HOpMaMm U
TpeOOBaHUAM IO 0€30IaCHOCTHU MEPCOHAIBHBIX JAHHBIX.

Cucrema 3alIMTHI NEPCOHATIBHBIX JAHHBIX JOJDKHA OBITh OPMEHTHPOBAHA HA pPELICHHUS,
BO3MOXHbBIE PHCKH JJIsi KOTOPBIX M Mephl MPOTUBOJCHCTBHS HSTUM pHCKaM MPOILIU
BCECTOPOHHIOIO TEOPETUUECKYIO U IPAKTHYECKYIO TPOBEPKY.

6.14 Crneumanuzarus U mpodeccHoHaIn3mM

[Ipenmonaraer mnpuBiiedyeHHE K pa3pabOTKe CPEACTB U pealid3allid Mep 3alllUThI
uH(pOpMalUK CHEIMATU3UPOBAHHBIX OpPraHU3alnii, HanboJiee MOArOTOBIECHHBIX K KOHKPETHOMY
BUJIy JEATEIBHOCTU MO 00ECIEeYeHHI0 Oe30MacHOCTH MEPCOHANbHBIX JaHHBIX, UMEIOIIUX OIBIT
MPAKTUYECKOW pPa0OThl U TOCYJApCTBEHHYIO JIMIIEH3MIO HAa MPaBO OKa3aHUS YCIyr B 3TOH
obnactu. Peanuzanusi agMUHUCTPATUBHBIX MEp M OSKCIUTyaTalusi CPEICTB 3aIIMTHI JIOJDKHA
OCYILIECTBIATECS MPO(GECCHOHATBHO MOATOTOBIEHHBIMH crienuanuctamu [ KV3  «/[emckuti
canamoputi « Tononexky.

6.15 OO6s3aTeNnbHOCTH KOHTPOJIS

[Ipenmomnaraer 0643aTeNbHOCTh U CBOEBPEMEHHOCTH BBISIBICHUS U MPECEUYCHUS TOMBITOK
HapyIIeHUsT YCTAaHOBJICHHBIX MpaBHI oOecreueHus 0e30MacHOCTH TMEPCOHANBHBIX JaHHBIX Ha
OCHOBE HCIIOJIb3YEMBIX CHCTEM M CPEACTB 3alUThl MHQOPMAIMH TpPU COBEPIICHCTBOBAHUU
KPUTEPUEB U METOJIOB OLIEHKH 3(h(HEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTponb 3a nesaTenbHOCThIO JTF0O0TO TMOJIb30BaTeNsl, KaXA0TO CPENCTBA 3alUTHl U B
OTHOIICHUH JIO00TO OOBEKTa 3allUThl JODKEH OCYIIECTBIATHCS HAa OCHOBE MPUMEHECHHUS
CpPEeICTB  ONEPAaTUBHOTO KOHTPOJIEI M  pErucTpaluyd W JOJDKEH OXBaThiBaTh  Kak
HECaHKIIMOHHPOBAHHbBIE, TAK ¥ CAHKIIMOHUPOBAHHBIE JCHCTBHS MOJIH30BATENICH.



7. Mepbl, METOIbI M CPEICTBA O0ecreYeHUsl TPedyeMOoro ypoBHS 3alUIIEHHOCTH

Obecnieuenne TpeOyeMOTO YpOBHS 3alIMIICHHOCTH JOJDKHOCTH JOCTUTAaThCsi C
UCTIOJb30BAHMEM MeEp, METOJAOB M cpeAcTB Oe3omacHocTH. Bcee wMepel  obecrneueHus
0e30MmacHOCTH HH(POPMAIIMOHHBIX CHCTEM NIEPCOHAIBHBIX JAHHBIX MOIPA3ICISIOTCS Ha!

- 3aKOHOJIaTeIbHBIE (IPABOBHIC);

- MOpaJbHO-3TUYECKUE;

- OpraHu3aloOHHbIE (aIMUHUCTPATUBHBIE);

- (pusnueckue;

- TEXHUYECKHE (annapaTHble U POrPAMMHBIE).

[lepeuenp BbIOpaHHBIX Mep oOecriedeHusi Oe30mMacHOCTH oTpaxaercs B Ilmane
MCpOHpI/IflTI/Iﬁ 1o 00eCIIeYeHUIO0 3alIUTEI ICPCOHAJIIBHBIX JaHHBIX.

7.1 3axoHojarenbHbIe (IPABOBBIE) MEPHI 3ALUTHI

K mpaBoBBIM MepaM 3amIUTBl OTHOCSATCSA JECUCTBYIOIIME B CTPAaHE 3aKOHBI, yKa3bl U
HOPMAaTUBHBIE aKThl, PErJaMEHTHUPYIOLUE MpaBWiia OOpalleHHs] C MePCOHATbHBIMHU JIaHHBIMH,
3aKpEIUISIONINe IpaBa U 00s13aHHOCTH YYaCTHUKOB MH(OPMALMOHHBIX OTHOILIEHUN B Ipolecce
ee 00pabOTKM M HCIIOJIb30BAHUA, @ TAK)KE YCTaHABIMBAIOIINE OTBETCTBEHHOCTh 33 HapYIICHUS
9TUX MPABWI, NPEMATCTBYS TEM CaMbIM HENPAaBOMEPHOMY HCIOJIB30BAHHUIO IEPCOHAIBHBIX
JAHHBIX U SBJIAIONINECS CAEPKUBAIOIINM (PAKTOPOM JUIs MOTEHIIUATIbHBIX HAP YIIUTEICH.

[IpaBoBble Mepbl 3alIUTHI HOCSAT B OCHOBHOM YIPEXIAIOMUN, MPOPHIaKTHYECKHM
Xapakrep U TpeOylOT TIOCTOSHHOM pa3bACHUTENBbHON pabOThl C MOJb30BATENsIMU U
00CITy’)KUBAIOIINM [IEPCOHATIOM CHCTEMBI.

7.2 MopaabHO-3THUYECKHE MEPhI 3aIUTHI

K MopanpHO-3THYECKMM MepaM OTHOCSTCS HOPMBI MOBEIEHHS, KOTOPbIE TPaAUIIMOHHO
CJIOKUJTUCH WM CKJIQJBIBAIOTCA MO Mepe pacrnpocTtpanenus DBM B cTpaHe uiu oOmecTBe. ITH
HOPMBI OOJIbIIIEH YacThIO HE SIBJIAIOTCS O0S3aTENIbHBIMHU, KaK 3aKOHOJATENbHO YTBEP)KICHHbBIE
HOPMAaTUBHbIE aKThl, OJHAKO, MX HECOOII0JeHUE BeAeT OObIYHO K MaJCHUI0 aBTOPUTETA,
MIPEeCTHKa YEJIOBEKa, TPYIIIbI JIUI] WIK OpraHu3auuu. MopanbHO-3THUYECKHEe HOPMbI OBIBAIOT KaK
HernucaHble (HampuMep, OOIIeNpU3HAHHBIE HOPMBI YECTHOCTH, MATPHOTHU3MA M T.I.), TaK H
MMCaHbIe, TO €CTh 0(hOPMIICHHBIE B HEKOTOPHIN CBOJ (YCTaB) MpaBUJI WM TPEIITHUCAHHH.

MopanbHO-3THUECKHE Mepbl 3alllUThl SABIAIOTCA MNPOPUIAKTUYECKUMU U TPeOyroT
MOCTOSIHHOM paboThl MO CO3JaHHIO 3J0POBOTO MOPANbHOTO KIMMaTa B KOJUIEKTHBaX
nojapasfiesieHnid. MopaibHO-3TUYECKHE MEphl 3alUThl CHUXKAIOT BEPOATHOCTH BO3HHWKHOBEHUS
HEraTUBHBIX JEHCTBUI CBSI3aHHBIX C YEJIOBEUECKUM (haKTOPOM.

7.3 OpraHu3anroHHbIe (aIMUHUCTPATUBHBIE) MEPHI 3aLTUTHI

OpranuzanvoHHble (aAMUHIUCTPATUBHBIC) MEPHI 3aIUTHI - 3TO MEPbl OPraHU3alMOHHOTO
XapakTepa, pPerjaMeHTUPYIOIIUE MPOIecchl (YHKIMOHUPOBAHUS WHGOPMAIIMOHHBIX CUCTEM
MEPCOHAIIBHBIX JTAHHBIX, UCIIOJIb30BAaHUE PECYPCOB MH(POPMAIMOHHBIX CHCTEM IEPCOHAIBHBIX
JAHHBIX, JEATEIILHOCTh OOCTY)XKHMBAIOLIETO MEPCOHANa, a TaKKe MOPSIJIO0K B3aMMOICHCTBHSI
noJsib3oBareneil ¢ MH(POPMAIMOHHBIMUA CHCTEMaMHU TEPCOHANBHBIX TaHHBIX TakuM oOpa3om,
9TOOBl B HaWOOJBIIEH CTENEeHU 3aTPYAHUTH WM MCKIIOUYUTH BO3MOXKHOCTH peajn3alud Yrpo3
0€30MacHOCTH UM CHU3UTh pa3Mep MOTEPh B CIydae UX pearn3aliu.

I'maBHas 1enp  aIMUHUCTPATUBHBIX  Mep, TNPEANPUHHMAEMBIX Ha  BBICHIEM
yIpaBJICHUYECKOM ypoBHE — chopMHpoBaTh MOIUTUKY HHGPOPMAIMOHHON Oe30MmacHOCTH
MEPCOHANBHBIX JAHHBIX (OTPaXKAMIIYI0 MOAXOJBI K 3aluTe WHPOpMAIuu) U 00ecleynTh ee
BBITIOJTHEHUE, BBICISAS HEOOXOIUMBIE PECYPCHI I KOHTPOIUPYS COCTOSIHHUE JIEIT.

Peanu3zanuss monuTHKH HHPOPMAIIMOHHOW OE30MACHOCTH TEPCOHANBHBIX JIAHHBIX B
MH()OPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JaHHBIX COCTOST W3 MEp aAMHHHCTPATHBHOTO
YPOBHS U OPTaHU3AIMOHHBIX (IIPOLEAYPHBIX) MEp 3aIIUTHI HH()OPMAIIUH.



K agMuHHCTpaTHBHOMY YpPOBHIO OTHOCSTCS PEUICHHS PYKOBOJCTBA, 3aTparHBarOIINe
JESITEILHOCTh PAacCMaTPUBAEMBIX B IIEJIOM. DTU PEUICHUS 3aKPEIUISIFOTCS B JIOKATBHBIX aKTax
T'KY3 «/lemckuii canamopuii « Tononexy. [Ipumepom Takux pemeHuil MOryT ObITh:

- IPUHATHE pemeHus O (HOPMUPOBAHMM WM TMEPECMOTPE KOMILIEKCHOW MPOrpaMMBbI
obecrieueHrss 0O€30TACHOCTH TIEPCOHANBHBIX JAaHHBIX, OMPEICIICHHE OTBETCTBCHHBIX 3a €¢
peanzanuio;

- popMynUpOBaHHE  IIeJICH, TIOCTAaHOBKA  3aJad, OMNpeAclicHUE  HAaNpaBICHUN
JEeSITEIILHOCTH B 00J1IacTH 0€30MaCHOCTH NIEPCOHATLHBIX JTAHHBIX

- PUHATHE PEIICHUH IO BOMPOCAM peaTH3alH TPOTPaAMMBI 0€30MACHOCTH, KOTOPBIC
paccmatrpuBaroTcs Ha ypoBHe [ KV3 «/[emckuii canamopuii « Tononex» B LIETIOM;

- obecrniedeHrne HOPMATHUBHOM (TIPaBOBOI) 0a3bl BOPOCOB OE30MMACHOCTH U T.II.

[TonmuTrka BepXHErO YPOBHS JOJDKHA YETKO OYEPTUTH CEepy BIUSHUS U OTPAHHUCHUS
MPU  OMNpENCICHUH IeJicli 0e30MacHOCTH TIEePCOHANBHBIX JaHHBIX, OINPEACTUTh KaKUMU
pecypcamu (MaTepuaibHble, MEPCOHAN) OHU OYyAyT JOCTUTHYTHI W HAWTH pa3yMHBIN
KOMIIDOMHCC ~MEXKJy TpHEMJIEMBIM ypOBHEM 0e30MmacHOCTH ¥ (PYHKIMOHAIBHOCTHIO
MH()OPMAIIMOHHBIX CHCTEM.

Ha opraamnzanimoHHOM ypoBHE ONIPENESIOTCS MPOLEAYPhl U MTpaBUiia JOCTHHKEHUS e
W pemeHus 3aJa4 TOJUTHKH HH()OPMAIMOHHOW OE30MaCHOCTH IMEPCOHATBHBIX TaHHBIX. OTH
MpaBUJIa OTIPEIEIISIOT:

- KaKOBBI POJIM M OOS3aHHOCTH JIOJDKHOCTHBIX JIMI[, OTBEYAIOIIHWE 3a MPOBEICHUE
MTOJINTUKH 0€30TIaCHOCTH TMIEPCOHAITLHBIX JIAHHBIX, & TaK )K€ UX YCTAHOBUTH OTBETCTBEHHOCTD,

- KTO MMEET IpaBa JIOCTYIA K MePCOHATLHBIM JIAHHBIM;

- KaKUMH MEpaMH U CPeJICTBAMU 00ECTIICUNBACTCS 3al[UTa TIEPCOHATBHBIX JIAHHBIX;

- KAKUMH MepaMU U CpeACTBaMU O0O0ecreynBaeTcsi KOHTPOJIb 3a COONI0JCHHEM
BBEJICHHOTO pexXnuMa 0€301acHOCTH.

OpraHuzalvoHHbIE MEPBI TOJKHBI:

- IpegycMaTpuBaTh  perjaMeHT HMH()OPMALIMOHHBIX OTHOLIEHUH, HCKIIOYAIOIIUX
BO3MOYHOCTh HECAHKIITMOHUPOBAHHBIX JEMCTBHUI B OTHOUIEHUH OOBEKTOB 3aIlIUTHI;

- ONpeAeNsATh KOAIWLIHUOHHbIE U HepapXUuecKue MPUHIUIBI U METOIbl pa3rpaHuyCHUs
JOCTYIIa K MIEPCOHAIBHBIM TAHHBIM;

- ONpeAeNsATh MOPAIOK pabOThl C HPOrPaMMHO-MAaTEMaTHYECKMMH M TEXHUYECKUMHU
(anmapaTHbI€) CpeACTBAMH 3alUTHI U KPUITO3ALIUTHI U APYTUX 3aUUTHBIX MEXaHU3MOB;

- opranuzoBatb Mepbl npotuBoieiictBus  HCJ[ monbp3oBarensiMu  Ha  3Tamax
ayTeHTU(UKAMK, aBTOpPU3aLUHU, HIECHTU(UKALWU, OOCCIEUMBAIOIINX TapaHTUU peanu3aluu
MpaB ¥ OTBETCTBEHHOCTU CYObEKTOB HHPOPMAIIMOHHBIX OTHOIICHUH.

B opranuzanmoHHble MEpPBI TOJKHBI COCTOSITh 3!

- OrpaHUYEHHE JOCTYyIa B MOMEUICHUS, TJI€ PACIONIOKEHb HH(POPMAIMOHHBIE CUCTEMBI
MEePCOHAIBHBIX JAaHHBIX U UX OTAENbHBIC 3JIEMEHTHI,

- IOPSAZOK JOMYyCKa COTPYJHUKOB K HCIOJB30BAaHUIO PECypcoB HHGOPMAIMOHHBIX
CHUCTEM NepcoHaNbHbIX NaHHbIX [ KV3 «/lemckuit canamopuii « Tononeky,

- periiaMeHTa TMpOLIeCCOB BelIeHUs 0a3 MaHHBIX W OCYIIECTBICHUS MOIUPUKALNN
MH(OPMALIMOHHBIX PECYPCOB;

- periiaMeHTa MpOoIeCCOB OOCTY)KMBAHUS M OCYIIECTBICHUS MOAU(DUKAIIMK anmapaTHBIX
Y IPOTPAaMMHBIX PeCypcoB HH(MOPMAIIMOHHBIX CUCTEM MEPCOHANBHBIX TaHHBIX;

- UHCTPYKIIMM TMoJib30BaTedel HH(POPMAIMOHHBIX CHCTEM TMEPCOHANBHBIX JIaHHBIX
(aaMuHHECTpaTOPa, aIMUHUCTPATOPa OE30MACHOCTH, OIIEPaTOpPa);

7.4 ®uznueckue Mepbl 3aIlIUThHI

@u3nyecKkue Mephl 3alIUThl OCHOBAaHBl HA MPUMEHEHUHU PA3HOTO POJia MEXaHHYECKHUX,
JNEKTPO- WU  DIJCKTPOHHO-MEXAHHUYECKUX YCTPOHUCTB UM  COOPYXKEHUH, CIelHaabHO
MpelHAa3HAYEHHBIX M7 CO3AaHuS (PU3MYECKHX TPEMATCTBUA HA BO3MOXHBIX MYTAX
MPOHUKHOBEHUS M JIOCTyNa NOTECHIMAIbHBIX HApYIIUTENeH K KOMIIOHEHTaM CHUCTeMBl U



3anIuIaeMoi HHPOpMAaIINK, a TAaKKe TEXHUUYECKUX CPEJICTB BH3YaJIbHOTO HAOIIOEHUS, CBS3U U
OXPaHHOW CUTHAJIU3ALIMH.

dwusnueckas 3alUTa 34aHUH, MOMENIEHHH, OOBEKTOB M CpEACTB HH(OpMaTH3AINH
JIOJKHA OCYILECTBIIATHCS IIyTEM YCTAHOBIIEHUS COOTBETCTBYIOLIUX IIOCTOB OXPAHBI, C IOMOILBIO
TEXHUYECKUX CPEACTB OXPaHBI WM JIIOOBIMU JIPYTUMH CHOCOOaMU, MPEIOTBPALIAIOIINMHI WIH
CYLIECTBEHHO 3aTPyAHSIONIMMU IIPOHUKHOBEHUE B 3JaHUE, IOMEIIECHUsS IMOCTOPOHHUX JIHILI,
XHIIeHHe WH(OPMAIIMOHHBIX HOCHUTENEH, CaMHUX CpEeACTB HMH(OpMATH3AIHMU, MCKIIOYAIOIIUMHU
HaX0X/I€HWE BHYTPU KOHTPOJIUPYEMOH (OXpaHsAEMOil) 30Hbl TEXHUUYECKUX CPEJICTB Pa3BEIKU.

7.5 AnmapatHo-nporpaMMHbIe cpenicTBa 3ammThl [11x

Texnuueckue (anmapaTHO-IPOrpaMMHBIE) MEPbI 3alIUThl OCHOBAHbI HA MCIOJIb30BAaHUU
Pa3IMYHBIX AIEKTPOHHBIX YCTPONUCTB U CIIEUUANbHBIX ITporpamMm, Bxoaaumx B cocras UCII/IH u
BBITIOJIHSAIOUINX (CAMOCTOSITENIFHO MJIM B KOMIUIEKCE C JAPYTMMH CPEACTBAMU) (PYHKUNU 3aLUTHI
(mpeHTHUKANIO WU ayTeHTU(DHUKAIMIO TOJIH30BaTEeNeH, pasrpaHHYeHHUE JOCTyNMa K pecypcam,
perucTpanuio coobITui, KpUNTOrpaduIeckoe 3aKpbITHE UHYOPMALIUU U T.11.).

C yuerom Bcex TpeOOBaHHWI W MPHUHIIMIIOB 0OeCTieueHUsi 0€30MacHOCTH TMEPCOHATBHBIX
JaHHBIX M MH(GOPMAIMOHHBIX CHCTEMax IO BCEM HAMpaBJIEHUSM 3alIUThl B COCTaB CHUCTEMbI
3aIUThl JOJDKHBI OBITh BKIIIOYEHBI CIIEAYIOLINE CPECTBA:

- cpeAcTBa HJSHTH(PHUKAIUU (ONMO3HaBaHUS) W ayTeHTUUKAIUK (MIOATBEPKACHUS
MOJJIMHHOCTH) MOJIb30BaTeNell HHPOPMAITMOHHBIX CUCTEM MEPCOHAIBHBIX TAHHBIX;

- CpeICTBa pa3rpaHUYCHHsS JIOCTYIa 3apETHCTPUPOBAHHBIX TOJIB30BATEICH CHCTEMBI K
pecypcaM WH(OPMAIMOHHBIX CHUCTEM MEPCOHANBHBIX MaHHBIX [ KYV3 «/Jemckuii canamopuii
«Tononexy;

- cpeAcTBa o0ecrneueHus: U KOHTPOJIA LEJOCTHOCTU MPOTPaMMHBIX U MH(POPMALUOHHBIX
pEeCypcoB;

- CpeCTBa OMEPaTUBHOTO KOHTPOJIS U PETUCTPALIUU COOBITUI OE€30M1aCHOCTH;

- Kpunrorpaduyeckue cpeacTBa 3alluThl IEPCOHATBHBIX IaHBIX.

YcnemHoe NnpuMeHeHHe TEXHUYECKUX CPEACTB 3alllUThl HA OCHOBAHUU MPECTABICHHBIX
BBIIIE TPHUHIUIIOB MPEANOoaraeT, 4YTO BBIOJHEHUE MEPEYUCICHHbIX HWXE TpeOoBaHUM
o0ecrie4eHo  OpraHu3allMOHHBIMH  (aJMUHHCTPATUBHBIMU) MEpPaMH U  HCIOJIb3YEMbIMU
(bU3MYECKUMU CPEJICTBAMU 3ALUTHI:

- oOecrneueHa (bH?)PI‘ICCK&H OCJIOCTHOCTh BCEX KOMIIOHCHT I/IH(l)OpMaHI/IOHHBIX HCTEM
IICPCOHAIbHBIX JTaHHBIX,

- KaXJblil cOTpyIHUK (TIOJB30BaTENb) WM TpyINa IoJb3oBarenaeil nH()pOpMalMOHHBIX
CUCTEM TNE€PCOHAIBHBIX JAaHHBIX HMEET YHUKaJIbHOE CHCTEMHOE UM M MHUHUMAJbHO
HEOOXOIUMBIE ISl BBIMOJHEHUS UM CBOMX (DYHKIIMOHANBHBIX OOS3aHHOCTEH MOJIHOMOYHS IO
JIOCTYIYy K pecypcaM CUCTEMBIL;

- BCE HU3MEHEHUs KOH(PUIypallMM TEXHUYECKMX M  IPOrPaMMHBIX  CPEJICTB
MH(OPMALIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX MPOU3BOIATCS CTPOTO YCTaHOBIECHHBIM
MOPSIIKOM  (PETUCTPUPYIOTCS M KOHTPOJIHMPYIOTCS) TOJBKO HA OCHOBAHUHU PACHOPSHKEHUN
pykoBoactBa [ KV3 «/[emckuu canamopuii « Tononexy,

- ceTeBoe 000pynOBaHHE (KOHIIEHTPATOpPhl, KOMMYTaTOpbl, MapUIpyTH3aTOpPbl U T.II.)
pacrnojlaraercss B MeECTaX, HEJOCTYNHBIX JUIsi HOCTOPOHHUX (CIEHHATbHBIX ITOMEILEHUSX,
mkadax, 1 T.10.).

- criequanuctoM Mo 3amure uHpopmatmu [ KV3 «/Jemckuii canamopuii «Tononex»
OCYILECTBIISIETCSI ~ HENPEpPBIBHOE  YNPABIEHWE W aJMUHUCTPATHBHAs  TMOJJEp)KKa
(GYHKIMOHUPOBAHUS CPE/ICTB 3AIUTHI.
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