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OITPEAEJIEHUA

B HacrosiimieM JOKyMEHTE MHCHOJb3YIOTCA CIEAYIOLUME TEPMHHBI U HX
OTpeEeNIEHUS:

ABTOMaTH3MPOBAHHAsI CHCTEeMAa — CHCTEMa, COCTOsINAs M3 IepcoHana U
KOMILJIEKCA ~ CPEICTB  aBTOMATHU3allUM  €ro  JESATENIbHOCTH,  pealu3yrouas
MH(POPMAIMOHHYIO TEXHOJIOTHIO BBIITOJIHEHUS YCTAaHOBICHHBIX (DYHKIINH.

AyTeHTUGUKALMSA OTHPABUTENs JAHHBIX — TOATBEPXKICHUE TOrO, YTO
OTPABUTEJb [TOJIYYEHHBIX JJAHHBIX COOTBETCTBYET 3asBJIICHHOMY.

Be3onacHoCTh MNEepPCOHANBHBIX JAHHBIX — COCTOSIHME 3alllUIICHHOCTH
NEPCOHAIBHBIX  JAHHBIX, XapaKTepU3yeMoe  CIOCOOHOCTHIO  MOJIb30BaTENEH,
TEXHUYECKUX  CPEICTB U  UH(POPMALMOHHBIX  TEXHOJOTHH  OOecrneyuTh
KOH(UIEHIINAIBHOCTb, LIEJIOCTHOCTh U JOCTYIIHOCTh MEPCOHANBHBIX JaHHBIX MPU UX
00paboTke B MH(DOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX.

Buomerpnueckne mnepcoHajbHble [aHHbIe — CBEIEHUS, KOTOpbBIE
XapaKTepU3yIOT (U3HOJIOTHYECKHEe OCOOEHHOCTH YeNlOBEKa M Ha OCHOBE KOTOPBIX
MO>KHO YCTaHOBUTH €r0 JUYHOCTbh, BKJIt0Yas oTorpaduu, oTreyaTky najibleB, o0Opas
CETYATKH TJIa3a, 0COOCHHOCTH CTPOCHHUS TeJla U APYTYIO MOI00HYI0 HHPOPMAITHIO.

BiokupoBanue nepcoHaIbHBIX JaHHBIX — BPEMEHHOE IpeKpaleHue coopa,
CUCTeMAaTH3alllK, HAKOIUICHUS, HCIIOJIb30BAHUS, PACHpPOCTPaHEHUs, MEPCOHATBHBIX
JTAHHBIX, B TOM YHCJIE UX MepeaadH.

Bupyc (koMnbHOTEpHBIH, MPOrpaMMHbINH) — WUCHOJIHAEMBIM ITPOrPaMMHBII
KOJI WM WHTEPHPETHPYEMbI HAO0Op WHCTPYKIHM, OO0JaJaomuii CBONCTBAMH
HECAaHKI[MOHUPOBAHHOIO pACIpPOCTPAaHEHUsT MU caMoBocnpousBenaeHus. Co3naHHbIe
nyOnuKaThl KOMIBIOTEPHOTO BHUpYCa HE BCErJa COBMANAIOT C OPHUTMHAIOM, HO

COXPaHSIOT CIIOCOOHOCTh K JaTbHEHIeMy pacrpocTpaHEeHUIO "
CaMOBOCIIPOU3BEICHHIO.
BpenonocHasi mporpamMmma — mporpamMma, IpeIHa3HaueHHAs Ui

OCYILIECTBJICHUS! HECAaHKUMOHHPOBAHHOTO JocTynma U (WJIKM) BO3JCHCTBUS Ha
MepcoHalbHbIe JaHHbIE WM pecypchl MHMOPMAIMOHHONW CHUCTEMBI MEPCOHATBHBIX
JTAHHBIX.

BenomorarenbHble TeXHH4YECKHE CPeACTBA UM CHCTEMbI — TEXHHYECKHE
CpeICTBa U CUCTEMbI, HE MpeJHa3HAUYCHHbIE JUIs Iepenaud, 00paboTKH U XpaHEHUs
MEePCOHAIBHBIX TAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEICTBAMU
U CHUCTeMaMH, MpeJHa3HAYCHHBIMH Ui 0OpaOOTKU MEepPCOHANBHBIX AHHBIX WU B
MIOMEILIEHUAX, B KOTOPHIX YCTAaHOBJICHbI MH(OPMALMOHHBIE CHCTEMBI MEPCOHAIBHBIX
JTAHHBIX.

Joctym B oOmepanmHOHHYK cpedy KOMIbKTepa (MH(OPMALMOHHOM
CHCTeMbl TMEPCOHAJIBbHBIX [aHHBIX) — TMOJy4YeHHE BO3MOXXHOCTH 3allycka Ha
BBITIOJIHEHUE INTAaTHBIX KOMaH[, (YHKIHM, Mpouexyp ONEpaluOHHOW CHUCTEMbI
(YyHUYTOXKEHHS, KOMHUPOBAHUS, TMEpeMelleHUuss U T.I.), HCIOJHIEMbIX (ailioB
MPUKJIAHBIX TPOTPaMM.

Joctyn k unHdopMauumu — BO3MOXXHOCTH TMOJy4eHUs WHGOpMALUU U €e
WCIIOJIb30BAHMUSL.

3akJag04Hoe YCTPOMCTBO — DJEMEHT CpelcTBAa CbheMa HH(GOPMALNH,
CKPBITHO BHEJIPSEMBIH (3aK/IabIBAEMBbIi I BHOCUMBIiT) B MECTa BO3MOXKHOTO CheMa
uHpOpMaImu (B TOM YKCIIE B OTPaXICHUE, KOHCTPYKIHIO, 000PYI0BaHUE, TPEIMETHI
MHTEpbepa, TPAHCIIOPTHBIE CPE/ICTBA, a TAKXKE B TEXHMYECKUE CPEICTBA U CHUCTEMBI
00paboTku nHpop™MaIum).

3ammmaemasi uHpopManusi — WHQPOPMAIMS, SBISIOMIASNCS IPEIMETOM
COOCTBEHHOCTH M TIOJUIEKAIIAsl 3alIUTE B COOTBETCTBHM C TPEOOBAHUSAMH MPABOBBIX
JOKYMEHTOB HJIM TPEOOBAHUSMH, YCTaHABIMBAEMBIMU COOCTBEHHHKOM HWH(OpMAIUH.

HNnentudukanmsa — mnpucBOCHHE CyOBEKTaM H OOBEKTaM JOCTyma
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uaeHTUUKaTOpa U (WIKM) CPaBHEHUE MPEIBIBIISIEMOTO HICHTH(UKATOpA C IEPEUHEM
MPUCBOCHHBIX UICHTH(PHKATOPOB.

NHpopMaTUBHBIA CHITHAJ — DJEKTPUYECKHUE CUTHAJBL, aKyCTUYECKHUE,
AJIEKTPOMArHUTHBIE U ApYyrue (U3MUECKUe MOJs, MO MapaMeTpaM KOTOPBIX MOXKET
ObITh packpbiTa KOH(puAEHIManbHAs wHQOpManus (TMepcoOHANbHBIC JaHHBIC)
oOpabateiBacMasi B HHPOPMAIIMOHHOM CHCTEME TIEPCOHATBHBIX TAHHBIX.

Nudopmaunonnass cucreMa mnepcoHadbHbIXx AaHHbix (MCIIAH) -
WHGOpPMAIIMOHHAS CUCTEMA, MPEICTABIIAIONIAs CO00H COBOKYIMHOCTh MEPCOHAIBHBIX
JAHHBIX, COJEPIKALINXCS B 0a3e JaHHBIX, a TakkKe MH(OOPMAIMOHHBIX TEXHOJIOTUN U
TEXHUYECKUX  CPEICTB,  IO3BOJISIIOIIMX  OCYLIECTBIATH  00pabOTKy  Takux
MEPCOHAIBHBIX JaHHBIX C HCIOJIb30BAaHHUEM CPEJICTB aBTOMAaTH3aluu WM 0Oe3
WCII0JIb30BAHUS TAKUX CPE/ICTB.

NudopmaunoHHbie TEXHOJOTMHM — IIPOLIECCHl, METOJbI TOHCKa, cOopa,
XpaHeHus, 00pabOTKH, MPEAOCTaBICHUS, pacpoCTpaHeHHs] UHPOPMAIIUU U CTIOCOOBI
OCYILIECTBJICHUS TAKUX MPOLIECCOB U METOJIOB.

Hcnosab30BaHue TMNEPCOHANBHBIX [aHHBIX — JICUCTBUS (OMEpaluu) C
MEepPCOHAIBHBIMU JAHHBIMH, COBEPILIAEMbIE ONEPATOPOM B LENIAX MPUHATHS PEIIeHUI
WM COBEPILICHHS] WHBIX NEHCTBHUM, MOPOXKIAOIIUX IOPUANYECKUE IOCIEICTBUS B
OTHOIIEHUH CYObEKTa MEePCOHATBHBIX JAHHBIX WM JPYTUX JIUL JIUOO WHBIM 00pa3zom
3aTparuBarolIMX IMpaBa U CBOOOJbI CYOBEKTa MEPCOHAIBHBIX JaHHBIX WM JIPYTUX
JULL.

HcTounuk yrpo3pl 0Oe3onacHocTH HHpopManuu — CyOBEKT JOCTYyIIA,
MaTepUAIbHBIA  OOBEKT WM (U3UYECKOE SBJICHUE, SBIAIOIIUECT IPUYUHOU
BO3HUKHOBEHHSI YIPO3bl 0€30TTaCHOCTH HH(POPMAIIUH.

KonTpoaupyemasi 30Ha — IpoCTpaHCTBO (TEPPUTOPUS, 3AaHUE, YACTb 3/IaHMS,
IIOMEUIEHHE), B KOTOPOM HCKIIIOUEHO HEKOHTPOJIUpYeMO€e NMpeObIBaHUE MOCTOPOHHUX
JIUL, a TAK)KE TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MaTCPUAIbHBIX CPEJCTB.

KonpuaeHnnajJIbHOCTh MNEPCOHAJNBHBIX [JaHHBIX — 00s3aTeNbHOE UL
COONIIOJICHUS OMEpPaTopoM WIM MHBIM MOJYYMBIIMM JIOCTYIl K I€PCOHAIbHBIM
JAHHBIM JIMLIOM TpeOOBaHHME HE JOMyCKaThb MX paclpocTpaHeHue Oe3 coriacus
CyObeKTa MepCOHANbHBIX JaHHBIX WM HAINYMS HHOIO 3aKOHHOI'O OCHOBAHHS.

MeskcereBoli  3KpaH  —  JIOKaJbHOE€  (OJHOKOMIIOHEHTHOE) WM
(GYHKLIMOHATIBHO-PACIPECICHHOE IIPOrPaMMHOE (MporpaMMHO-anmnapaTHoOE)
CPeACTBO (KOMIUIEKC), peau3yrollee KOHTPOJIb 3a MH(popMaluel, MocTynarouei B
MHOOPMALIMOHHYIO CHCTEMY IE€PCOHAIBHBIX JAaHHBIX M (WJIM) BBIXOAALIEH U3
MH(GOPMALIMOHHOHN CUCTEMBI.

Hapymmure/b 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — GU3UYECKOE JIHIIO,

CIly4allHO WJIM NpeJIHAMEPEHHO COBEpILIAIOIIee JCHCTBUS, CIEICTBHEM KOTOPBIX
SBIISICTCSl HapylleHHWe Oe30MacHOCTH NEPCOHAJBHBIX MaHHBIX IMpPHU UX 00paboTke
TEXHUYECKUMH CPEICTBAMH B MH(POPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JaHHbIX.

HeaBTromaTusnpoBanHas 00padoTKka MepcoHAIbHBIX JaHHBIX — 00paboTKa
MEePCOHATIBHBIX JJAHHBIX, COAEPIKAIIMXCS B MH(POPMAIIMOHHON CHCTEME MEPCOHAIBHBIX
JAHHBIX JINOO M3BJICUCHHBIX M3 TAKOW CHCTEMBI, CUMTAETCS OCYIIECTBIEHHOU Oe3
UCIOJb30BAHUS CPEJICTB ABTOMATH3allMM (HEAaBTOMATH3UPOBAHHOM), €ClIM Takue
NEWCTBUS C TEPCOHATbHBIMU  JITAaHHBIMM, Kak HCIOJIb30BaHUE, YTOUHEHHE,
pacrpocTpaHeHHe, YHUUYTOKEHNUE TEePCOHANBHBIX JaHHBIX B OTHOLIEHUU KaXIOTO U3
CyObEKTOB TEpPCOHAIBHBIX JAHHBIX, OCYIIECTBIAIOTCS NPU HENOCPEACTBEHHOM
y4YaCTHUHU YeJIOBEKa.

He nexnapupoBaHHble BO3MOKHOCTH — (YHKIMOHAJbHBIE BO3MOXHOCTH
CPEACTB BBIUMCIUTEIBHOW TEXHUKH, HE ONHCAHHBIE HJIM HE COOTBETCTBYIOIIHE
ONMCAHHBIM B JOKYMEHTAIUU, MIPU HUCIOJIH30BAHUU KOTOPHIX BO3MOXKHO HapylIeHHE
KOH(QUIEHIIMATBHOCTH,  JOCTYMHOCTH  WJIM  IIEJIOCTHOCTH  oOpabaTbiBaeMOM
uH(pOpMaIUH.
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HecaHKIMOHMPOBAHHBIN J0CTYNl (HECAHKUMOHMPOBAHHBbIC IECTBHUA) —
JIoCTyll K WH(pOpMAIUM WM JCHCTBUS C HWH(POpPMAIMEH, HapyIIAIOUIUe MpaBUiia
pasrpaHuyeHusi JOCTYyNa C MCIOJIb30BAHUEM IITATHBIX CPEACTB, MPEIOCTABIISIEMBIX
MH()OPMAMOHHBIMUA CUCTEMAMH MTEPCOHATBHBIX JTAHHBIX.

Hocurtens ungopmanum — Gu3nuecKoe JUIO WIM MAaTepUATIbHBIN OOBEKT, B
TOM 4YHCIIe (U3UIECKOe IMoJjie, B KOTOPOM WH(POpPMAIUs HAXOIUT CBOC OTPAKCHHE B
BHJIE CHMBOJIOB, O0Opa30B, CHUTHAJOB, TEXHUYECKHX PEIICHHH U MPOILIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3UUCCKUX BEITHUUMH.

O0e3MuuBaHUEe TEPCOHAJBHBIX [aHHBIX — JCHCTBUA, B pe3yjibTaTe
KOTOPBIX HEBO3MOXHO OMNPEACIUTh MPUHAIICKHOCTh TMEPCOHATIBHBIX JIaHHBIX
KOHKPETHOMY CyOBEKTY MEPCOHAIBHBIX TAHHBIX.

OO0paGoTka mNepCcoOHAJBbHBIX JAHHBIX — JielcTBUS  (omepanuu) C
MEePCOHANBHBIMU  JTAHHBIMHU, BKJIOYass CcOOp, CHCTEeMaTH3allUI0, HAKOTUICHHE,
XpaHeHHEe, YTOUuHeHHe (0OHOBIICHHE, U3MEHEHHE), UCTIOIB30BAHNUE, PACIIPOCTPAHEHNE
(B ToM umcie nepenady), oOe3IMYMBAHME, OJIOKUPOBAHHE, YHUUTOXKEHHE
MEePCOHATBHBIX JTAHHBIX.

OO0uierocTynHbIe NEPCOHANBbHBIC JAHHbIE — IEPCOHAJIBHBIE JAHHBIE, TOCTYIT
HEOTPAaHMYEHHOTO Kpyra JHI] K KOTOPBIM TMPEAOCTABICH C COTJIachs CyOBbeKTa
MEePCOHANBHBIX TAHHBIX WJIM Ha KOTOPHIE B COOTBETCTBUU C (heepaIbHBIMU 3aKOHAMU
HE pacnpocTpaHseTcs TpeOOBaHUE COOMIOACHUS KOH(PHICHIINATBHOCTH.

Oneparop (nmepCcoOHANBbHBIX [JAHHBIX) — TOCYJAPCTBEHHBIA  Opras,
MYHUITMTIAIBHBIA OpraH, HOPHAAYECKOe WM (U3MYECKOE JIMIO, OPTaHHW3YIoIIee U
(mnm) ocymecTBIsIONIEe 00padOTKY MEPCOHATBHBIX JAaHHBIX, & TAKKE OTPEIEITIONINE
LIETTU U coJieprkaHre 00pabOTKH MepCOHATBHBIX JaHHBIX.

TexHuyeckue cpeacTrBa HMHMPOPMANMOHHON CHCTEMbl MEPCOHAIbHBIX
AAHHBIX — CPEJCTBAa BBIYUCIUTEILHON TEXHUKH, WH(OPMALMOHHO-BHIYUCIUTENbHbIE
KOMILJIEKCBI M CETH, CPEICTBa M CHCTEMbI Nepenauyu, nmpuema u obpadotku [1/1n
(cpeactBa W cuUCTEMBbl 3BYKO3alUCH, 3BYKOYCHJICHHS, 3BYKOBOCIPOH3BEICHMUS,
MEPeroBOpHbIE U TEJICBU3MOHHBIE  YCTPOMCTBA, CpPEACTBA  M3TOTOBJICHHUS,
TUPAKUPOBAHUS JOKYMEHTOB U JPyrue TEXHUUYECKHE CpPelICcTBa 00pabOTKU pPEUYeBOi,
rpaduveckoi, BUeo- U OyKBeHHO-1IM(PpoBOI nMH(DOpPMaIK), TPOrpaMMHBIE CPEICTBA
(omepalMOHHBIE CHUCTEMbI, CHCTEMbI YINpaBleHUs 0a3zaMu JaHHBIX U T.I.), CPEICTBA
3aIuThl HH(QOPMALIUKU, TPUMEHsIEMbIe B HH(DOPMAIIMOHHBIX CUCTEMAX.

IlepexBar (uHopMamuM) — HEMPABOMEPHOE TOJydeHHE HHPOPMAIMH C
WCII0JIb30BAHUEM TEXHUYECKOTO CPEACTBA, OCYIIECTBIIAIONIETO OOHAPYKEHHE, TPUEM
1 00paboTKy HH(OPMATUBHBIX CUTHAIIOB.

Ilepconanbuble JaHHble — Jr00as uHGOpMaluUs, OTHOCAIMIAACA K
OTIpENICICHHOMY WJIM  ONpEeNeIsieMOMYy Ha OCHOBaHMM Takol uHpopMauu
¢buznueckomy auIy (CyObEeKTYy MEepPCOHATIbHBIX JaHHBIX), B TOM YHCIIe ero GhamMuims,
WM$, OTYECTBO, T'0JI, MECHI], JaTa U MECTO POXKICHHUS, aipeC, CeMEHHOe, COLIHAIbHOE,
MMYIIECTBEHHOE  TMOJIOKEHUEe, oOpa3oBaHue, mnpodeccus, HOXOIbL,  Apyras
uHpopMalus.

I[IoGouHble  JJIEKTPOMATHMTHBIE  H3JIYYECHHS " HABOJAKH  —
AIIEKTPOMArHUTHBIE W3MYYEHHUS] TEXHUUYECKUX CpPEACTB OOpabOTKM 3aluIIaeMoi
nH(popMaluY, BO3HUKAIONIUE KaK TOOOYHOE SBIICHUE M BBHI3BAHHBIE JICKTPUUECKUMU
CUTHAJIaM¥, JIEHCTBYIOIIUMHU B MX DJIEKTPHUUYECKMX U MArHUTHBIX IEMSAX, a TaKKe
JNIEKTPOMArHUTHbIE HABOJKMA OTUX CHUTHAJIOB Ha TOKOMNPOBOJAIIUE JIMHHU,
KOHCTPYKIIUU U IETH MUTaHUSI.

IMomMTHKA «YUCTOr0 CTOJIA» — KOMIUIEKC OPraHU3allMOHHBIX MEpPOTPHUSATHH,
KOHTPOJHUPYIOIIUX OTCYTCTBUE 3alHCHIBAHUS Ha OyMa)KHbIE HOCHUTEIH KIIIOYEeH U
aTpulyTOB A0CTyma (Taposieii) U XpaHeHus WX BOJIM3U 0OBEKTOB JIOCTYIIA.

IHoab30BaTes b MHPOPMALMOHHONW CHCTEMbI NMEPCOHAJNBbHBIX JAHHBIX —
JTUI0, ydacTBylolee B  (QYHKIMOHUPOBAHUH  WHGOPMAIMOHHON  CHUCTEMBI
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MEPCOHANBHBIX JAHHBIX MIIM MCIIOB3YIOIIee Pe3yabTaThl €€ (DyHKIIMOHUPOBAHUSI.
IIpaBuiia  pa3rpaHmyeHMsi  J0CTyma  —  COBOKYIIHOCTH  IpaBHII,
pErIaMeHTUPYIOIIUX [IPaBa A0CTyIa CyObEeKTOB JOCTYNa K 00beKTaM JOCTYIIa.
IIporpamMuas 3akJjiajika — KOJI IPOTPaMMBbI, IPeTHAMEPEHHO BHECCHHBIN B
IporpamMMmy C LEIbI0 OCYIIECTBHTH YTEUKY, U3MEHHUTh, OJOKHPOBATH, YHHUYTOXXUTh
MHPOPMAIMIO WIM YHUYTOXUTh W MOJTU(PHUIMPOBATH MPOrpaMMHOE OOecredeHne
WHPOPMAIIMOHHON CHUCTEMBI NEPCOHAIBHBIX JaHHBIX W (WiaM) OJOKHUPOBATH

anmapaTHble CpEJCTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTH4YecKoe) BO3JelcTBHE —
HECAaHKIIMOHUPOBAHHOE  BO3JCHCTBHE  HAa  PECYpChl  aBTOMATHU3MPOBAHHOM
WH(POPMAITMOHHON CHUCTEMBI, OCYIIECTBJISIEMOE C HCIOJIb30BAaHUEM BPEIOHOCHBIX
MPOTrpamMM.

PackpbiTHEe NEPCOHAJBHBIX [JAHHBIX — YMBIIUJIEHHOE WIH CIIy4alHOE
HapyleHne KOHPUACHIIMATFHOCTH TIEPCOHATBHBIX JAHHBIX.

PacnpocTpanenne nepcoHaJbHbIX JAHHBIX — JICHCTBUS, HAlPABJICHHBIE HA
nepefAady TEPCOHAIBHBIX JAHHBIX OMpEIeIeHHOMY Kpyry Jui (mepemada
MEePCOHANBHBIX JaHHBIX) WJIM Ha O3HAKOMJIEHHE C TEePCOHAIBHBIMA JTaHHBIMU
HEOTPAaHMYEHHOTO KpyTa JIMII, B TOM YUCJIe 00HAPOJOBAHHE MIEPCOHATBHBIX JAaHHBIX B
cpencTtBax — MaccoBol — mHpoOpMaruu, — pasMenieHne B MHGOPMAIMOHHO-
TEIEKOMMYHUKAIIMOHHBIX CETAX WM MPEJOCTABICHUE JIOCTyNa K MEePCOHATBHBIM
JTAHHBIM KaKUM-TH00 UHBIM CITIOCOOOM.

Pecypc nH(popManmoHHON cHMCTEeMbI — IMEHOBAHHBIN AJIEMEHT CHCTEMHOTO,

MPHUKIIATHOTO 17001 anmapaTHOro obecrieueHHsI (bYHKIIMOHUPOBAHUS
MH(POPMAITMOHHON CUCTEMBI.
CneunuajbHble KAaTeropuM MEePCOHAIBHBIX [aHHBIX — TIEPCOHAIBHBIC

JaHHbIE, KacaloIlMecs pacoBOW, HAIIMOHAIBHOW MPUHAJUIEKHOCTH, MOJTUTHUYECKUX
B3IUISIIOB, PEUTHO3HBIX WIH (PUIOCOPCKUX YOCKICHHHN, COCTOSHUS 3I0POBBSI U
WHTUMHOM HU3HU CYObEKTa MEPCOHAIBHBIX TaHHBIX.

CpencrBa BbIYUCIMTEIbHOH TEXHHUKH — COBOKYIHOCTh IMPOTPAMMHBIX H
TEXHUYECKUX IJIEMEHTOB CHCTEM O0OpaOOTKH JaHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH
CaMOCTOSITEJIBHO WJIM B COCTABE JPYTUX CHCTEM.

CyObekT mocrynma (cy0ObeKkT) — JIMIO WX TPOIECcC, ACHCTBUS KOTOPOTO
periaMeHTHPYIOTCS paBUIaMH pa3rpaHUyYEHUs JI0CTYyTA.

TexHuyeckuil KaHaJ yTe4YKH HH(OPMAIUM — COBOKYITHOCTH HOCHUTEIA
nHpopmanuu (cpeacTtBa 0o0pabOTKH), (U3HYECKOW CpeIbl  pacrpoCTpaHCHHS
MH()OPMATUBHOTO CHTHAlIa U CPEACTB, KOTOPBHIMU JOOBIBAaeTCS 3alluiiaemas
nHpopMarus.

TpancrpannyHasi mepegaya MNePCOHANBHBIX JAHHBIX — I[epenaya
MepCOHAIBHBIX JAaHHBIX omepaTopoM uepe3 ['ocymapcTBeHHyro rpanuity Poccuiickoit
Qenepanii  OpraHy BJIacTH HMHOCTPAHHOTO TOCYAApCTBa, (DU3MUECKOMY HWIIU
IOPUANYECKOMY JIUILy HHOCTPAHHOTO TOCYIapCTBa.

¥Yrpo3bl 6e30MacHOCTH MEPCOHATbHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUH U
(akTOpOB, CO3MAIONIMX OMACHOCTh HECAHKIMOHHPOBAHHOTO, B TOM  YHCIE
CIIy4aifHOTO, JOCTyMa K TMEepPCOHAIBHBIM JaHHBIM, PE3yIbTaTOM KOTOPOTO MOKET
CTaTh YHUYTOXEHHE, W3MEHEHHEe, ONOKUPOBaHWE, KOMHPOBAHHE, PACIPOCTpaHEHUE
MEePCOHANBHBIX JAHHBIX, a TaK)K€ MHBIX HECAHKIMOHMPOBAHHBIX ACWCTBUN MPU HX
00paboTke B MHGOPMAITMOHHOMN crcTeMe ePCOHABHBIX JaHHBIX.

YHUUTOXKEHNEe MEePCOHATbHBIX JAHHBIX — JICHCTBUS, B pe3y/bTaTe KOTOPBIX
HEBO3MO>KHO BOCCTAHOBUTH COJIEP>KaHNE MEPCOHANBHBIX TaHHBIX B HHPOPMAITMOHHOMN
CHUCTeME TMEpPCOHANbHBIX MJAHHBIX WM B pPE3ylIbTaTe KOTOPBIX YHUYTOKAOTCS
MaTepHUaTbHbIe HOCUTEIH MEPCOHATBHBIX TaHHBIX.

YTeuka (3ammmaemoin) HHQOPMANUMM IO TEXHHYECKHM KaHajlaM —
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HEKOHTPOJMPYEMOE pPACHPOCTpaHEHUE HH(OPMALUK OT HOCHUTENS 3allUIacMOn
uHbopManuu  4epe3  (U3MYECKYI0  Ccpelny 10  TEXHMYECKOro  CpeICTBa,
OCYIIECTBIISAIOIIET 0 IePeXBaT HH(OPMALIUHL.

Ysa3BUMOCTh — CladOCTh B CPEACTBaX 3allUThl, KOTOPYIO MOKHO
WCTIOJIb30BATh ISl HAPYIIEHUS] CUCTEMBI FUIM COJIeprKalleiics B Heil HpOopManuu.
HesocTHOCT, MHpOPMAUMU — CIOCOOHOCTH CPEIACTBA BBIYUCIUTEIHLHOM

TEXHUKHN HJIN aBTOMaTI/I?,I/IpOBaHHOf/'I CHUCTEMBI oOecrieynBaTh HEU3MCHHOCTH
nHpOpMAIMM B YCIOBUSAX CIy4alWHOTO W/WIM TPEIHAMEPEHHOTO HCKaKEHUS
(pa3pyiueHus).

OBO3HAYEHUA U COKPAIIEHU A

ABC — anTHUBHpYyCHBIE CpEACTBA

APM — aBTOMaTHU3MpOBaHHOE paboyee MECTO

BTCC — BcnomorarenbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
UCTIIH — nadpopManmoHHas cucTeMa MepCOHATBHBIX TAHHBIX
K3 — konTposmpyemas 30Ha

JIBC — nokanibHasi BBIYMCIUTENbHAS CETh

MD — mMexceTeBOM PKpaH

HC/JI — HecaHKIIMOHUPOBAHHBIN AOCTYI

OC — oneparmoHHas cucTeMa

[T/l — mepcoHalIbHBIEC TaHHBIE

[IMB — nporpaMmMHO-MaTeMaTU4YECKOE BO3/ICHCTBUE

ITO — mporpammHoe obGecnieueHne

[IT5SMUH — no6o4HbIE AIEKTPOMAarHUTHBIE U3TyYCHUS U HABOIKH
CA3 — cucreMa aHaiIn3a 3alUILEeHHOCTH

C3U — cpencrBa 3amuThl HHGOpPMAITUN

C3I1n1 — cuctema (IMoacUcTeMa) 3alUThl TIEPCOHATBHBIX JTAHHBIX
COB — cuctema oOHapy)KEeHUS BTOPKEHU

TKYU — Texaudeckure KaHajabl YTeYKU HH(DOpMauu

VYBII/Ix — yrpo3sl 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX

VPN — BupTyanpHas 4acTHasi CETh



BBEJIEHUNE

Hacrosimas Konnenmus uadopmanmonHoit 6e3omacnoctu UCIIH (nanee - Konmermmmst)
pazpabdorana it ['KY3 «llerckuit canaropuii «Tomonek» u sBisercs OQHUIMATBHBIM
JOKYMEHTOM, B KOTOPOM OTIpE/eieHa CHCTEMa B3IJISA0B Ha olecriedeHrne HH(POPMAIMOHHON
6ezonacuoct ['KY3 «/leTckuii canaropuii «Tomonexy.

Heobxomumocts paspabotkn Konmenuum oOycioBieHa CTPEMHUTEIBHBIM pacIIupeHUEM
cdepbl MPUMEHEHUS HOBEHIINX WH(MOPMAIMOHHBIX TexXHOoJIOTHI U TporieccoB B I'KY3 «Jlerckuii
canatopuii «Tomosnek», mpu 00paboTke WH(POpPMANUK BOOOIIE, M TEPCOHAIBHBIX JaHHBIX B
YaCTHOCTH.

Hacrosimas Konuenmus onpezenseT OCHOBHbIE IIENTU U 3aJ1a4l, a TaK)Ke OOIIYI0 CTPaTeruio
MOCTPOCHUSI CUCTEMBI 3amuThl TepcoHanbHbiX naHHbIX (C3IIHH) T'KVY3 «Jlerckuit canaropuit
«Tomonex». Konmenimust ompenenser OCHOBHbIE TpeOOBaHUS U 0a30Bble MOJXOJBI K UX
peanuzanuu, 1 JOCTHKEHHS TpeOyeMoro ypoBHs 6€30aCHOCTH UH(POPMALIHH.

Konuenuus pa3paboTaHa B COOTBETCTBUM C CHUCTEMHBIM IOJAXOJIOM K OOECIeyeHHIo
nHpopmaroHHONH Oe3omacHoCcTH. CHUCTEMHBIM MOJXOJ MpPEAINosaraeT MpOoBEeJCHUE KOMIUIEKca
MEpPOTIPUATHH, BKIIOYAIOIIKUX HCCIEA0BaHNE YTPo3 HH(POPMALIMOHHON O€30IMacHOCTH U pa3paboOTKy
cuctembl 3amuThl [1/1H, ¢ MO3MIIMK KOMIUIEKCHOTO MPUMEHEHHSI TEXHUUECKHUX U OpraHU3allMOHHBIX
MEp U CPE/ICTB 3aALIUTHI.

[Ton nadopmanmonHo¥ 6e30macHOCThIO [IJ[H MOHMMAaeTCs 3aMMIIEHHOCTh MEPCOHATBHBIX
JAHHBIX M 00pabaThIBaronlel UX HHPPACTPYKTYype OT JIOOBIX CIIy4alHBIX WJIM 3JI0HAMEPEHHBIX
BO3JICHCTBUH, pe3yJIbTaTOM KOTOPBIX MOXKET SIBUThCS HaHECEHHE yliepda caMoi mHpopmaum, ee
Brnagenbiiam (cyosekram [1JIH) unm uadpactpykType. 3amaun nHPOpMAIMOHHOW 0€30MacHOCTH
CBOJISITCS K MUHMMH3AIIUU yIiepOa OT BO3MOXKHOM peanu3anuu yrpo3 6e3onacHoctu [1/1H, a Takke
K IPOTHO3UPOBAHUIO ¥ TPEAOTBPAIICHUIO TAKKX BO3JECHCTBUM.

KoHuenuusi ciy>)kuT OCHOBOM Juis pa3paOOTKM KOMILJIEKCA OPraHM3allMOHHBIX U
TEXHUYECKUX Mep Mo obecrneueHno WHGOPMAIMOHHONW O€30MacHOCTH YUpPEKJICHUS, a TaKkKe
HOPMAaTUBHBIX M METOJUYECKUX JOKYMEHTOB, OOEClneuyMBalOlIMX €€ pealus3aluio, U He
MpearnoaraeT NoaMeHbl (YHKIUN rocylapCTBEHHBIX opraHoB Biactu Poccuiickoit denepanuu,
oTBevaroUMx 3a olecnedyeHne O€30MacHOCTH HWHGOPMALMOHHBIX TEXHOJOTUH M 3alluTy
nHpopMaIuu.

KoHuenuus sBiasieTcsi METOA0I0TMUECKON OCHOBOM JIA:

— GOopMUPOBAHMS M TIPOBEICHUS €AMHON MOJUTHKU B 001acTH obecrieueHus 0e301macHOCTH
[Tn B UCIIu I'KY3 «/leTckuii canatopuii «Tononek»;

— HPHUHATHA YIIPABJIICHYCCKUX peH_IeHI/Iﬁ n p33pa6OTKI/I INPAKTUYCCKUX MCP 110 BOIIOLICHHUIO
MOJINTUKH 0€3011aCHOCTHU HI[H n BBIpa6OTKI/I KOMILICKCAa COI'JIaCOBAHHBIX MCP HOPMATHUBHO-
IIpaBOBOI'0, TCXHOJOTHYCCKOI'0O M OPraHU3allMOHHO-TCXHHUYCCKOI'O XapaKTCpa, HAIIPABJICHHBIX Ha
BBIABJICHUC, OTPAKCHHUC U JIMKBUAALUIO MOCIIEACTBUI pcajm3anun pa3IndHbIX BUIOB YI'pO3 HHH,

— KOOpAMHAIIMY JIEATEIbHOCTH CTPYKTYpHBIX noapazneneHui ['KY3 «Jlerckuii canatopuit
«Tomonex» mpu mpoBeneHuu padoT mo paszpututo u sSkcrnyatanuun WCIIH ¢ cobnronenuem
TpeboBaHuil obecnieuenus 6esomacuocty [1J1H;

— pa3paboTKU TMpPEeAsioKEHUN 1O COBEPUICHCTBOBAHHIO IPABOBOIO, HOPMATUBHOTO,
METOAUYECKOT0, TEXHUYECKOTO U OpraHu3aroHHoro obecneyenus 6ezonacuoctu [1/1n 8 UCITIH
I'KV3 «/lercknii canatopuil «Tononex».

[IpaBoBoii ©0a3zoif st pa3paboTku Hacrosmerd Konuenuuu cmyxar TpeOoBaHUs
neicTByronux B Poccuu 3akOHOJATENBHBIX M HOPMATHUBHBIX JIOKYMEHTOB IO OOECIICYCHHIO
0€30MacHOCTH MepcoHambHBIX NaHHBIX (I1/{H).



1 O6ume nonoxenns

Hacrosimas Konuenuus onpeznenseT OCHOBHBIE IIENU U 3aJ1a4l, a TAK)KE OOIIYI0 CTpaTEruio
IIOCTPOEHUSI CUCTEMbI 3aUThl nepcoHanbHbIX AaHHBIX (C3II[AH) T'KVY3 «/lerckuil canaropuit
«Tomonek», B coorBercTBuu ¢ [lepeunem NUCIT/IH. Konuermnus onpeaenser oCHOBHbIE TpeOOBaHUS
u 0a30Bble MOAXOIBl K WX peaju3allid, Ui JTOCTIKEHUS TpeOyeMoro ypoBHS O€30TacHOCTH
uHpOpMannu.

C3I1/ln  npexacraBmser co0OOW COBOKYIIHOCTh OPraHU3alMOHHBIX W  TEXHHYECKHX
MeponpusaTui A 3amuTel [IJ[H OT HempaBOMEpHOro WM CIIy4alHOTO JOCTylla K HHM,
YHUUTOKEHUSI, U3BMEHEHUs1, OJIOKMPOBaHUs, KOMUpOBaHusl, pacupoctpanenus I1JIH, a Taxke MHBIX
HENPAaBOMEPHBIX JEHCTBUN C HUMH.

bezonacHocTh IIEPCOHAIBHBIX JTAHHBIX JOCTUTAeTCA myTeM UCKITIOYEHUSI
HECAaHKI[MOHUPOBAHHOIO, B TOM YMHCJIE CIIy4allHOro, JO0CTyla K II€pCOHAIbHBIM JaHHBIM,
pe3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHHUYTOXKEHHE, W3MEHEHHue, OJIOKHpOBAaHME, KONHUPOBAHHE,
pacnpocTpaHeHue NePCOHAIBHBIX JaHHBIX, @ TAK)KE MHBIX HECAHKIIUOHUPOBAHHBIX JCHCTBUIL.

Crpykrypa, coctaB u ocHoBHbie (yHkmuu C3II[In ompenenstorcs HCXoAs W3 Kiacca
NCITAn. C3IIJIH BxiarO4aeT OpraHM3alMOHHBIE MEpPhl W TEXHHYECKHE CpEACTBA 3alUThI
uHpopmanuu (B TOM uyucie  mudpoBadbHble (KpunTorpaguueckue) CpeacTBa, CpeAcTBa
MPEeIOTBPAIICHNs HECaHKIMOHUPOBAHHOTO JOCTYMa, YTEYKH HH(QOpPMAIMM [0 TEXHUYECKUM
KaHaJlaM, TTPOTPaMMHO-TEXHUYECKUX BO3JICHCTBUN HA TEXHUYECKHUE cpencTtBa obOpadotku [1J[H), a
TaK)Ke UCIHOJIb3yeMble B MHPOPMAIMOHHOM crcTeMe HH(OPMallMOHHbIE TEXHOJIOTHH.

OTu Mepbl NpU3BaHbl 00ECIEUYUTD:

— KOH(HUISHIIMATIBHOCTH nHpopmarun (3amuTa oT HECaHKITHOHUPOBAHHOTO
03HAaKOMJICHUS );

— IIEJIOCTHOCTh MHGOPMAIUHK (aKTYyaThbHOCTh M HEMPOTHBOPEUYMBOCTH HH(GOPMAIUH, €¢
3alIUIIEHHOCTh OT Pa3pylICHHUs U HECAHKIIMOHUPOBAHHOTO H3MCHEHUS);

— JOCTYIHOCTh MH(OpMaIHK (BO3MOKHOCTh 32 IPUEMIIEMOE BpEMsl MOJTyIHTh TPEOyeMyIo
MH(POPMAITMOHHYIO YCIIYTY).

Cragun cozganus C3I1/Ix BKiIrOYaroT:

— TpENNpoeKTHAs CTaaus, BKIOUarmas mnpeanpoektHoe oocnenopanue MWMCII/IH,
pa3paboTKy TEXHUYECKOIO (YACTHOTO TEXHUYECKOI'0) 3a/JaHHsl Ha €€ CO3/1aHHE;

— cTaaus NPOEeKTUpOBaHUsA (pa3paboTku npoektoB) u peanuszauuu VMCII/IH, BiItovaromas
pazpabotky C3I1/1n B cocraBe UCII/H;

— cragus BBoAa B nercteue C3II/IH, BKiItOUaroniasl ONBITHYIO DKCIUTyaTallMi0 M IPUEMO-
CIaTOYHBIE MCIIBITAHUS CPEJACTB 3allUThl MHpOpMaLUHU, a Takke oleHKy coorercTBus MCIIIH
TpeOOBaHUAM O€301TaCHOCTH HH(OPMAITUH.

OpraHu3alMOHHbIE Mepbl NPEAyCMAaTpPUBAIOT CO3JaHME U IOJIEp)KaHUE IPABOBOM 0a3bl
6ezonmacHoctn II/lH u paszpaGoTky (BBelIeHHE B JAEHCTBHE) MNpeayCMOTpeHHBIX IllomuTukoit
uHpopmannoHHoit 6e3onacHoctn MCII/IH crneyrommx OpraHM3allMOHHO-PACTIOPSIUTENBHBIX
JOKYMEHTOB:

— Ilnan meponpustuii no odecneyenuto 3auutel [1/1n npu ux oopadotke B UCIT/H;

— Ilnan meponpusTHii O KOHTPOJIIO obecrieuenus 3amuTh [1/1H;

— Ilopsnok pesepBupoBaHUS M BOccTaHOBiIEHUs paboTtocnocobHoct TC u IIO, 6a3
nmanHeIX U C3U;

— JomxHocTHass uHCTpykuus agmuHuctparopa HWCII[ln B uactu obecredeHus
6ezonacuoctu [1/1n npu ux o6padotke B UCII/1H;

— JlomKkHOCTHAs MHCTPYKIMS agMHUHUCTpaTopa 6e3onacHocti UCIT/IH;

— JomxHoctHas uHCTpyKuus noss3oBarens MCII/IH B yactu obecrieueHus: 0€30MacHOCTH
IT11 mpu ux o6padotke B UCII/H;



— HMHcTpykuus Ha ciiy4ail BOSHUKHOBEHHUS BHEIITATHOM CUTYALUH;

— PexomeHpanuu 1o MCNOJIb30BAaHUIO MPOTPAMMHBIX M allapaTHBIX CPEICTB 3aLUTHI
uHpOpMaLuu.

— Texnuueckue Mepbl 3alIUTHl PEAIM3YIOTCA IPU  I[OMOLIM  COOTBETCTBYIOIIMX
MIPOrPaMMHO-TEXHUYECKHUX CPEJICTB U METOJOB 3aIIUTHI.

[lepeyeHbp HEOOXOAMMBIX Mep 3aIIMTHl WHPOPMALUHU OIpPEeNseTCs IO pe3yabTaTam
BHyTpeHHe# nposepku 6e3onacHoctu UCIdu I'KY3 «Jlerckuii canaropuii « Tomosiex»

23anaun C3I11n

OcHoBHo#i nenpto C3IIJIH sBiseTcs MUHUMM3ALMs yiiepOa OT BO3MOXKHOW peanu3aluu
yrpo3 6e3omacuoctu [1/1H.

Jns  poctmkeHuss OcHOBHOM menmm cuctemMa OeszomacHoctd I[1/lm MCII[An momkHa
obecrieunBaTh Y3PGEKTUBHOE PEIICHUE CIECIYIONINX 3a/1ay:

— 3alllUTy OT BMemareiabcTBa B mpouecc ¢yHkiuonupoBanuss MCIIH nmocTopoHHUX JHIl
(Bo3MOXXHOCTH Hcmosib30oBaHusd AC U JOCTYyl K €€ pecypcaM JOJKHBI HMMETh TOJIBKO
3aperucTpUPOBAaHHBIE YCTAHOBJICHHBIM MOPSAKOM IOJIb30BATENN);

— pasrpaHuuYeHue JOCTyla 3aperuCTPUPOBAHHBIX IMOJIb30BAaTENell K  ammapaTHbBIM,
nporpaMMHbIM M HHQopMarmoHHbIM pecypcaM WCIIJIH  (BO3MOXHOCTH JOCTyNa TOJBKO TEM
pecypcaM U BBINOJHEHUS TOJIBKO TEX ONepanuil ¢ HUMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM
nosb3oBarensiM VCIIIH 11 BHINOTHEHUS! CBOUX CIYXEOHBIX 00s13aHHOCTEN), TO €CTh 3alUTy OT
HECAaHKI[MOHUPOBAHHOI'O AOCTYyMA:

a) k uaopmaruu, upkyaupyomeit B UCI1/IH;

0) cpeactBam BerunciuTenbHON TexHuKU MCIT/IH;

B) anmapaTHbIM, MPOTPAaMMHBIM U  KpUNTOTpadQUUYECKUM  CpPEACTBAM  3allUTHI,
ucnoJyibzyembim B UCIT/IH;

— PpErucTpanuio ACHUCTBUI MOJIb30BATEICH MPU HCIOJIH30BAHUU 3alUIIAEMBIX PECYPCOB
HUCIIJH B CHCTEMHBIX JKypHajlax M MEPUOJUYECKUH KOHTPOJb KOPPEKTHOCTH JEHCTBUMN
[10JIb30BATEJIECH CUCTEMBI IIyTEM aHAIN3a COAECPKUMOI0 ITUX KYPHAJIOB;

— KOHTPOJIb LIEIOCTHOCTU (0OecrieueHne HEM3MEHHOCTH) Cpelbl UCIIOTHEHUS MPOTpamMM U
€€ BOCCTAHOBJICHHUE B CIIy4ae HApyLICHUS;

— 3alouTy OT HGC&HKHHOHHPOB&HHOﬁ MOI[I/I(bI/IKaI_II/II/I N KOHTPOJIb HEJIOCTHOCTHU
HCIIOJIb3YEMbBIX B HCHHH MNpOrpaMMHBIX CPCIACTB, a4 TaAKKC 3alllUTy CUCTEMblI OT BHCAPCHUA
HCCAHKIITMOHHUPOBAHHBIX ITPOI'PAMM;

— 3alIuTy HZIH OT YTCYUHKH II0 TCXHUYCCKUM KaHaJlaM IIpHU €€ O6pa6OTKC, XpaHCHHUH H
nepeaadc 1o KaHajlaM CBA3HU,

— 3amuty [1JIH, xpaHumoii, oOpabaTeiBaeMOli W TiepeAaBaeMOl MO KaHaJlaM CBS3H, OT
HECaHKIIMOHUPOBAHHOTO pa3riallieHUus UM UCKAKECHHUS,

— obecrieyeHue JKUBYYECTH KPUNTOrpapUuecKUX CpeACTB 3alMThl MHPOPMALUU IpU
KOMITPOMETAIMU YaCTH KJIF0YEBON CUCTEMBI;

— CBOEBPEMEHHOE BBISBIIEHNE UCTOYHUKOB yrpo3 6e3onacHoctu [1/IH, mpuunH 1 ycaoBHid,
CNOCOOCTBYIOIIMX HaHeceHHto ymiepba cyowbexktam II/IH, co3pmaHume MexaHHM3Ma ONEPAaTUBHOTO
pearupoBaHust Ha Yrpo3sl 6e3onacHoctu I1/[H 1 HeraTuBHBIE TEHICHIINY;

— CO3[JaHM€ YCJIOBMM JUII MMHUMHU3AIMM M JIOKaJU3allMM HAaHOCHMOTro yuiepba
HEMPAaBOMEPHBIMU JICHCTBUAMU (U3UUECKUX U IOPUAMYECKHX JIMI, OCJIa0lieHhe HEeraTUBHOTO
BIIMSIHMS U IMKBUJALIMS TIOCIIEACTBUNA HapylieHus 6e3onacHoctu [1/1H.

3 00beKTHI 3aIMThI



[lepeuyenp nHPOPMALIMOHHBIX CUCTEM

B TKV3 «/Jlerckuit CaHaToOpui «Tononex» MPOU3BOJUTCS 00paboTka
MIEPCOHAIBHBIX  JAHHBIX B HH(QOpPMAIMOHHBIX cHUCTeMa  00pabOTKH
nepcoHanbHbIX JaHHBIX (MCITAH).
[lepeuens WCII/IH ompenensiercss Ha ocHoBaHuM OTyeTa MO pe3yiabTaTaM BHYTPEHHEU
IIPOBEPKHU.

OObexTamMu 3amMTHl  SIBIAIOTCS — uWHpopMmanusi, oOpabareiBaemas B WCII[AH, u
TEXHUUYECKUE cpejicTBa ee 00pabOTKH U 3amuThl. [lepedeHb nepcoHaabHbIX JAHHBIX, MOJUIEKAIINE
3amure, onpenesneH B [lepeune nepcoHanbHBIX JaHHBIX, Toanexamumx 3amure B UCII.

OOBEKTHI 3alTUTHI BKIFOYAIOT:

1) O6pabaTsiBacMas HHMOPMAIIHS.

2) Texuonormyeckas HHYOPMAIIHS.

3) IIporpaMMHO-TeXHHYECKUE CPECTBA 0OPABOTKH.

4) Cpencrna 3amutsi [1]1H.

5) Kanams! nH(GOpPMAIHOHHOTO 0OMEHA 1 TeTeKOMMYHHKAIHH.

6) OO6BeKTHI U TTOMEIEHNs, B KOTOPBIX pa3Memens! komrnoreHaTs MCIT/x.

4 Knaccupuxanus nojb3zoBareneid UCITIn

[lonb3oBarenem MWCIIIH sBasercss numo, y4yacTByoomee B (YHKIMOHHUPOBAHUU
MH(OPMALIMOHHONW CHUCTEMbl MEPCOHANBHBIX JaHHBIX WU HCHOJb3YyIOIlee pe3yabTaThl €€
¢byakuuonupoBanus. [lonaszoBarenem WCII[n sBnsercsa moboi cotpymauk ['KY3 «Jlerckmii
caHaropuii «Tomonek», umeromuii goctyn k MHCIIIH m ee pecypcaM B COOTBETCTBUHU C
YCTaHOBJICHHBIM MOPSAIKOM, B COOTBETCTBUU C €0 (PYHKIIMOHATILHBIMU 00513aHHOCTSMHU.

[Tonp3oBarenu UCII/IH nensTcs Ha TpU OCHOBHBIE KATETOPUH:

1)  Anmunuctpatrop WUCIIn. Cotpymauku I'KY3 «Jlerckuii canatopuit «Tomomex»,
KOTOPBIE 3aHMMAIOTCA HACTPOWKOM, BHEIPEHUEM U CONPOBOXKACHUEM CHCTEMBL. AJIMHUHUCTPATOP
HCTIIH o6namaer cueayrommuM YpOBHEM IOCTYIIA!

— obOmagaer moJiHOM uWHGpOpManuell O CHUCTEMHOM M MNPUKIATHOM MPOTPAMMHOM
ooecneuennn MCII/IH;

— oOnagaet moaHOM HHpOpPMaINKEH 0 TeXHUIeCKuX cpeacTBax u koHuryparuu UCIIH;

— HMeEeT JIOCTYNl KO BCEM TEXHUYECKHM CpeAcTBaM OO0paOOTKH MHGPOpPMAIUU U JaHHBIM
HUCIIOx;

— o0majgaer npaBaMu KOH(MUTYPUPOBAHUS U aJIMUHUCTPATUBHON HACTPOMKH TEXHUYECKHX
cpeactB UCIIH.

2) Iporpammucrt-pazpadotunk MCIIAn. Corpyauuku I'KY3  «JleTckuii canaTopuii
«Tomnonexk»uu CTOPOHHUX OpraHu3alluid, KOTOpbIE 3aHMUMAIOTCS pPa3pabOTKOW MPOTrpaMMHOTO
obecneuenus. Pazpaborunk UCII/IH obnagaer ciaenyrommuM ypoBHEM OCTYIIA:

— obnanaer MHpopManueil o0 aaropuTMax M nporpammax o6pabOTKM MHPOpPMALUM Ha
NCIIH;

— 007a/1aeT BO3MOXKHOCTSIMH BHECEHHS OIIMOOK, HEIEKIapHUpOBAHHBIX BO3MOKHOCTEH,
IIPOrpaMMHBIX 3aKJIaJI0K, BPEJOHOCHBIX IporpaMMm B mporpammuoe oOecnedenue MCII/IH Ha
CTaJ1H ee pa3pabOTKH, BHEAPEHUS U CONIPOBOKICHUS;

— MOXeEeT pacroJyiaratb Jo0biMH (pparmMeHTamu uHpopmanuu o Ttononorun HWCIIAx
TEXHUYECKUX Cpe/cTBax 00paboTku u 3amuthl [1/IH, o6padaTsiBaembix B UCII/IH.

3) Oneparop MCIIJIn. Cotpymuuxu mnompasiaenenuii I'KY3 «Jlerckuii canatopuii
«Tononexk»ydyactByromux B mnpouecce skcmyataimu MCIIIH. Onepatop HCII[AH o6namaet
CJIEYIOIIMM YPOBHEM JIOCTYyIA:

— oOmagaer BCEMHU HEOOXOIMMBIMU aTpubyramu (mammpumep, napoJiem),



o0ecTeynBaroIUMH JIOCTYI K HEKOTOpoMy noaMHoOxecTByY [1/1H;

— pacnojaraeT KoH(QUACHIHATBLHBIMHI TaHHBIMH, K KOTOPbIM UMeeT noctyn. Kareropun

10JIb30BaTeNeil T0JDKHBI ObITh onpeaeneHsl g kaxaon WCIIH.

JIOTKHO OBITH YTOUHEHO pa3JielieHHe COTPYAHUKOB BHYTPH KaTE€rOpHii, B COOTBETCTBUH C TUIIAMH
MoJIb30BaTeNel onpeneneHHbIMU B [lonmutuke nHGOpMAIMOHHON 6€301aCHOCTH.

Bce BbIsSBICHHBIE TpyNIbl IOJIb30BaTele oTpaxaroTcss B OtTyere 1o pe3yiabTaTam
BHyTpeHHell mnpoBepku. Ha ocHoBanum Otdera ompenensiorcs IpaBa JOCTyNa K 3JIEMEHTaM
NCTIJn nnst Bcex Tpymnn Inosb3oBaTenied U oTpaxarorcst B Marpuue noctyna B Ilonoxenun o
pa3rpaHUyYEHUH NPaB AOCTYyIa K 00padaThIBaEMbIM EPCOHAIBHBIM JIaHHBIM.

5 OcHOBHBIE NPUHIUIBI MOCTPOCHUSA CUCTEMBI KOMILJIEKCHOM 321U ThI I/[Hq)OpMaIII/II/I

[Toctpoenne cucremsl obecneuenust OezomacHoctu [1ln UCIIIn TKVY3 «/lerckuit
canaropuii «Tormosek»n ee (yHKIIMOHUPOBAHUE JOJDKHBI OCYIIECTBIISTHCS B COOTBETCTBHH CO
CJICAYIOIUMHU OCHOBHBIMU IMPUHIIUITAMMU:

— 3aKOHHOCTB;
— CHCTEMHOCTE;

— KOMIUIEKCHOCTE;

— HEMPEPBHIBHOCTS;

— CBOEBPEMEHHOCTb;

— MPEEeMCTBEHHOCTh U HETIPEPHIBHOCTH COBEPIIIEHCTBOBAHMSI;
— TMepcoHabHas OTBETCTBEHHOCT;

— MUHHMH3AIUS TOTHOMOYHIA;

— B3aUMOJICHCTBUE U COTPYTHUYECTBO;

— THOKOCTH CHCTEMBI 3aITUTHI;

— OTKPBITOCTh AJITOPUTMOB U MEXaHU3MOB 3aIIUTHI;

— MPOCTOTA MPUMEHEHHUS CPEJICTB 3aIUTHI,

— Hay4Has 000CHOBAaHHOCTh M TEXHUUYECKAs PEAIU3yeMOCTh;
— crennaau3anus u mpoheccuoHaIn3M;

— 0053aTeTbHOCTh KOHTPOJIA.

3aKOHHOCTDH

[IpenmonaraeT ocCyIiecTBICHHE 3alIUTHBIX Meponpustuii U paspadorky C3II[In I'KY3
«etckuit canatopuit «Tomnonek» B COOTBETCTBUU C ACHCTBYIOIINM 3aKOHOAATEILCTBOM B 00JIaCcTH
3amuTel [1/lH ¥ Opyrux HOPMATUBHBIX AKTOB MO O€30MacCHOCTH HMH(OPMAIMH, YTBEPKIECHHBIX
OpraHaMi rocyJapCTBEHHOU BJIACTH U YIPABIICHUS B IIpe/ieiax UX KOMIIETCHIIUH.

[Tonb3oBarenu u obcmyxuBatonuii nepconan [1JJn UCITIn I'KVY3 «/leTckuit canaropuii
«Tormonex» AOMKHBI OBITh OCBEIOMJICHBI O MOPSAKE padOTHI ¢ 3anuinaeMoir uHbopMaruein u 0o
OTBETCTBEHHOCTH 3a 3amuThl [1]1H.

CHucTeMHOCTEL

Cucremupiii noaxon k nocrpoenuto C3II[In I'KY3 «Jlerckuit canaropuit «Tomosex»
IIPENIIONIAraeT yYeT BCEX B3aUMOCBS3aHHBIX, B3aUMOJICHCTBYIOINX U U3MEHSIOLUXCSA BO BPEMEHU
3JIEMEHTOB, YCIOBUH U (aKTOPOB, CYIIECTBEHHO 3HAYUMBIX JJIsl TOHUMAaHUS U PeLIeHUs TPpoOIeMbl
obecnieuenus 6ezonacuoctu [1J{n UCIIIn I'KVY3 «Jlerckuii canaropuii « Tomonex.

IIpu co3naHnu CUCTEMBI 3aIIUTHI JJOJDKHBI YUUTBHIBATHCS BCe cllabble M HauboJiee ysi3BUMBIE
MecTa cuctembl 00padoTku [1/1H, a Takke XapakTep, BO3MOXKHbIE OOBEKTHI U HAlpaBJICHUS aTak Ha
CUCTEMY co CTOPOHBI HapyluTeaen (ocobenHo BBICOKOKBAIH(PUIIMPOBAHHBIX
37I0YMBIIIJICHHUKOB), IyTH MPOHUKHOBEHMS B pactipeneneHHsle cucteMbl 1 HCJ x undopmaryu.
Cucrema 3amuThl JOJDKHA CTPOMTBCS C YYETOM HE TOJIBKO BCEX M3BECTHBIX KaHAJIOB
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nponukHoBenus: 1 HCJI k nndopmarmu, HO U ¢ y4€TOM BO3MOKHOCTH TOSIBJICHUS MPUHIUITHAIIBHO
HOBBIX ITyTEH peanu3anuu yrpo3 0e301macHOCTH.

KoMmmiekcHOCTH

KommnekcHoe ucnonb30BaHUE METOJOB U CPEJCTB 3aAILUTHI IPEIOJIaraeT corjJacoBaHHOE
IPUMEHEHHE Pa3HOPOJHBIX CpPEICTB MpPU IMOCTPOEHUU LIEJIOCTHOM CHUCTEMbI  3allUThI,
MEPEKPHIBAIOIIEH BCE CYIIECTBEHHBIC (3HAUYMMBIC) KaHAIbl pealiu3allii Yrpo3 U HE COJeprKallen
cl1abbIX MECT Ha CTHIKaX OTACIHHBIX €€ KOMIIOHEHTOB.

3amura JI0JKHA CTPOUTHCS SUIEIOHUPOBAHO. [ KaXKoro KaHaia yreukd MHGopMaluu U
Ul KaXJO0M yrpo3bl 0€30IaCHOCTH JOJDKHO CYIIECTBOBaTb HECKOJIBKO 3alllUTHBIX PYOekeH.
Coznlanue 3alMTHBIX PyOeKed OCYIIECTBISETCS C Y4€TOM TOro, 4YTOObl I UX IPEOJI0JICHUs
MOTEHIIMAJILHOMY 3JIOYMBIIIJIEHHUKY TpPeOOBaIUCh NPOPECCHOHAIbHBIE HABBIKM B HECKOJIBKHX
HEB3aMMOCBSI3aHHBIX 00JIaCTSIX.

Buemnss 3aImTa JIOJDKHA obecreunBaTbCs duznueckuMu CpeICTBaMH,
OpraHM3al[MOHHBIMM UM TMpaBoBbIMU Mepamu. OpHuM u3 Haubolsiee YKpPEIJIEHHBIX pyOexei
MpU3BaHbl OBbITH CPEACTBA KpUNTOrpaUyuecKoil 3alluThl, peaIu30BaHHbIE C HCIOJIb30BAaHHUEM
texHojoruu VPN. [lpuxnagHoil ypoBeHb 3allIWThl, YYUTHIBAIOIIUNA OCOOEHHOCTH MpPEIMETHOU
o0racTu, mpeCTaBiIsieT BHYTPEHHHUI pyOex 3aluThI.

HenpepbiBHOCTD 3ammThI [1/{H

Jammra IT/lH — He pa3oBOoe MEpONpHATHE M HE IMPOCTAasi COBOKYNHOCTh IPOBEIECHHBIX
MEpPOTIPHUITHI M YCTAaHOBJICHHBIX CPEJICTB 3allMTHI, a HEMPEPHIBHBIN IIEICHANPABIICHHBIN TIPOIIECC,
MPENoIarari TPUHATHE COOTBETCTBYIOIIUX MEp HA BCEX 3Tanax ku3HeHHoro nukia MCII/x.

UCIIIH 1oKHBI HAXOAUTHCA B 3AIUIIEHHOM COCTOSIHMM Ha MPOTSKEHUU BCETO BPEMEHH
X (DYHKIIMOHUPOBaHMs. B COOTBETCTBHM C ATUM MPUHIIMIIOM JOJDKHBI IMPUHUMATHCS MEPHI IO
HenonymeHuto nepexoaa UCIIJIH B He3aIUIIIEHHOE COCTOSIHUE.

BonmbmmHCTBY  (U3WMYECKUX W TEXHMYECKHX CPEACTB 3amUThl s 3(PPEeKTHBHOTO
BBITIOJTHEHUST CBOMX (YHKIHUKA HEOOXOIMMa TIOCTOSIHHAs TEXHUYECKas W OpraHu3aIloOHHAs
(aaMUHUCTpAaTHBHAS) TIOIEPKKa (CBOEBpEMEHHAsi CMEHA M 00eCrieYeHUE PABUIBHOTO XpaHEHUS
U TPUMCHCHHUS HWMEH, IapoJjiel, Kitoueld Imm@poBaHHs, MEPEONPECICHHE MOJHOMOYHN U T.IL.).
[TepepsiBBI B pabOTE CpPEIACTB 3alIUTHI MOTYT OBITh HMCIOJIB30BAaHBI 3JIOYMBINIJICHHUKAMH IS
aHaJIM3a TPUMEHSIEMBIX METOJIOB M CPEJCTB 3aIUThI, IS BHEIPEHUS CIEITUAIBHBIX MPOTPAMMHBIX
M anmapaTHelX "3aKnasok" W IPYyruX CPEACTB IPEOJOJICHHS CHCTEMbl 3allUThl  IOCIIE
BOCCTAHOBJICHUS €€ ()YHKIIMOHUPOBAHUSI.

CBOeBpEeMEHHOCTH

[Ipenmonaraer ynpexaaromuii xapakrep mMep obecnedenus OezomacHoctu I[1/1H, TO ecTh
MOCTAaHOBKY 3amay 1o komruiekcHoi 3amure WCII[An u peanuzanuio Mep oOecnedeHus
oe3onacHoctu I1/[H Ha panHmX cramusax paspabotku MCII[IH B 1e10M M €e CHCTEMBI 3aIluThl
nH(pOpMaIIUH, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alIUThI JIOJKHA BECTUCH MapajliebHO ¢ pa3paboTKO M pa3BUTHEM
caMOM 3allWIIaeMON CHCTeMBl. ITO TO3BOJUT Yyd4ecTb TpeOoBaHUs OE30MACHOCTH TpHU
MPOEKTHUPOBAHUH APXUTEKTYPHI M, B KOHEUHOM cYeTe, co37aTh Oosiee dPQPeKTUBHbIE (KaK IO
3aTpaTaM pPECypcoB, TaK M IO CTOMKOCTH) 3alIUIICHHbIE CUCTEMBI.

HpeeMCTBeHHOCTB N COBCPIICHCTBOBAHUE

Hpez[nonara}oT MOCTOAHHOC COBCPHICHCTBOBAHNEC MEP U CPCACTB 3allUTHI I/IH(I)OpMaI_II/II/I Ha
OCHOBC IMPCECMCTBCHHOCTU OPraHU3allMOHHBIX W TCXHUYCCKUX peIJ.IeHHfI, KaapoBOro cocCTaBa,
aHajJn3a (I)yHKI_[I/IOHI/IPOBaHI/ISI I/ICHI[H U €€ CUCTCMBI 3alllUThI C YYCTOM W3MEHEHHM B METOJaX U
CpeaAcTBax II€pexBaTa I/IH(I)OpMaI_II/II/I, HOPMAaTUBHBIX TpeGOBaHI/Iﬁ o 3amure, IAOCTHUTHYTOI'O
OTCYCCTBCHHOI'O U 3apy6e>KHOr 0 OIIbITA B 3TO# 00JACTH.

Hepcona.nbﬂaﬂ OTBETCTBCHHOCTDH



[IpenmomnaraeT BO3MOKEHHWE OTBETCTBEHHOCTH 3a obecredeHue Oe3omacHoctu [I/[H wu
CUCTEeMBI UX 00pabOTKH Ha KaXJ0r0 COTPYAHHUKA B TpeJesiaX ero moJIHOMOoYnid. B cooTBETCTBUM ¢
STUM NPUHLUIOM pacIpeesieHHe MpaB U 0043aHHOCTEH COTPYIHHKOB CTPOUTCS TaKUM 00pas3oM,
9TOOBI B Cilydae JTIO0OOT0 HapyIIEHUs KPYr BHHOBHHKOB OBUI YETKO HW3BECTCH WU CBEACH K
MUHHUMYMY.

HpI/IHIII/Il'I MMHHMMMH3ALIUU IOJTHOMOYMIA

OsHauaeTr MpeaAOCTABJICHUC ITOJIB30BATCIIIM MUHHUMAJIBHBIX IIpaB JOCTYIId B COOTBETCTBUU C
MPOU3BOJICTBEHHON HEOOXOJUMOCTHIO, Ha OCHOBE TMPHUHIMIIA «BCE, YTO HE pa3peuieHo,
3aMpPEIECHO.

Hoctyn k IIJIH momkeH TpeaoCTaBIATHCS TOJBKO B TOM Cily4ae M OObEMeE, €ClIh 3TO
HGO6XO}II/IMO COTPYAHUKY JIS BBINIOJTHECHUA €T0 JOJIPKHOCTHBIX 00s3aHHOCTEMN.

B3aumopeiicTBue U COTPYAHUYECTBO

[Ipennonaraer co3gaHue OMaronpuATHON arMocepbl B KOJIEKTHBAX IOJpPa3JeICHUH,
obecneunBaromux aesrenbHocTh UCITIn 'KV 3 «/leTckuit canatopuii « Tononex», 1isi CHUKEHUS
BEPOSITHOCTH BOSHUKHOBEHMSI HETATUBHBIX JIEHCTBUI CBSA3aHHBIX C YEIOBEYECKUM (DaKTOPOM.

B Takoif 00cTaHOBKE COTPYIHUKH JOJIKHBI OCO3HAHHO COONIO/IaTh YCTaHOBJIEHHBIE TIpaBUIIa
1 OKa3bIBaTh COACHCTBHE B JEATEILHOCTH MOAPa3/IeNIeHU TEXHUUECKON 3alUThl HHPOPMAaIIHH.

I'mdxocts cucrembl 3amuTs [TH

[IpuHsATBIE MEPBI U YCTAHOBJICHHBIE CPEJICTBA 3aITUTHI, 0COOCHHO B HAYaJIbHBIN MEPUOJT X
JKCIUTyaTaIlii, MOTYT OOecTieunBaTh KaK YpPEe3MEPHBIN, TaK W HEJOCTAaTOYHBIA YPOBEHb 3aIIUTHI.
s oGecrieueHUs BO3MOXKHOCTH BapbHUpPOBAHHUS YPOBHEM 3alUIICHHOCTH, CPEJICTBA 3alllUThI
JOJKHBI 00J1a1aTh OIpeieeHHON T'MOKoCcThi0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBIISIETCS B Te€X
Cllydasix, KOTJa YCTAaHOBKY CpPEACTB 3alllUThl HEOOXOJAWMO OCYIIECTBJISATh Ha pabOTaIoLIYIo
CUCTEMY, HEe HapylIliasl mpoliecca ee HOpMAJIbHOTO (PYHKIIMOHUPOBAHUSI.

OTKprTOCTb AJATOPUTMOB U MEXAaHU3MOB 3alIIUTHI

CYTB IIpUHOMIIA OTKPBITOCTH AJTOPUTMOB M MEXAaHMW3MOB 3alllUTBI COCTOHMT B TOM, 4YTO
3amuTa HE JOJDKHa o0ecrneynBaThbCS TOILKO 3a CUET CCKPCTHOCTH CprKTypHOfI opraHusanvi ¢
AJIrOpuTMOB (byHKI_II/IOHI/IPOBaHI/IH €€ IOACHUCTEM.

3HaHKWE aJrOPUTMOB PaOOTHI CUCTEMBI 3aAIIMTHI HE JOJDKHO JIaBaTh BO3MOXKHOCTH €€ MPEOI0JICHUS
(maxe aBTopam). OmHAKO, 3TO HE O3HAYaeT, YTO MH(POpPMAIUsS O KOHKPETHOH CHUCTEME 3alllHThI
J0JDKHA OBITH OOIIEIOCTYITHA.

IIpocToTa npuMeHeHHs CPeICTB 3aAIUTHI

MexaHu3MBbl 3alIUThl JOJKHBI ObITh MHTYUTHBHO MOHSTHBI U IPOCTHI B HCHOJIb30BAaHUM.
[IpuMeHeHHe CpeACTB 3alUThl HE JOKHO OBITh CBS3aHO CO 3HAHMEM CIIELUAIIBHBIX S3bIKOB MJIU C
BBIMIOJIHEHUEM JeMCTBUM, TpeOyIoUMX 3HAUYUTENBHBIX JONOJHUTENBHBIX TpPYAO3aTpaT IpU
OOBIYHON pPaboTe 3aperucCTPUPOBAHHBIX YCTAHOBIEHHBIM MOPSAKOM MOJb30BaTENeH, a Takke He
JIOJDKHO TpeOoBaTh OT MOJIb30BATENIs BBIMOJIHEHUS! PYTUHHBIX MAJIOTIOHATHBIX €My onepanuii (BBOJ
HECKOJIBKUX MapoJiel U UMEH U T.[1.).

JloJKHA JOCTUraThCsA aBTOMATU3allMs MAKCUMAaJIbHOIO 4YMCia JECUCTBHUM IOIb30BATEIEH U
apmuauctparopos MCII/IH.

Hay4yHast 000CHOBAHHOCTb U TeXHUYECKAS Pean3yeMoCTh

HNudopmalioHHbIE TEXHOJIOTHH, TEXHUYECKUE U TIPOTPAMMHBIC CPEJICTBA, CPEACTBA U MEPBI
3al(UThl HHGOPMAIIMU JIOJDKHBI OBITh PEaM30BaHbI HA COBPEMEHHOM YPOBHE Pa3BUTHS HAYKH U
TEXHUKH, HAYYHO OOOCHOBAHBI C TOYKH 3PCHHUS JOCTH)KCHHUS 3aJJaHHOTO YPOBHS 0€30MacCHOCTH
uHGOpMAIIMA H JIOJDKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOPMaM M TpPEOOBaHHSIM TIO
oe3onacHocTH I1]1H.

C3I1/11 nomkHa OBITH OPUCHTUPOBAHA HA PEIICHUS, BO3MOYKHBIC PUCKH U KOTOPBIX U
MEpbI POTUBOJICHCTBUS ATHM PHCKaM TPOIUTH BCECTOPOHHIOI TEOPETUYECKYIO M MPAKTHYECKYIO
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MPOBEPKY.
Cnenmnaau3anusi 4 npogh)ecCHOHATN3M

[Ipennonaraer mnpuBiaedyeHUe K pa3pabOTKE CPEACTB M pealu3alud Mep 3allUThl
nHGOpPMAIMY CTICIUATM3NPOBAHHBIX OpraHU3alMid, HauboJiee MOATOTOBIECHHBIX K KOHKPETHOMY
BUJy JI€ATENBHOCTH 110 o0ecrnieueHuto Oe3onacHocTy [1JIH, MEIONMX ONBIT MPAKTUYECKOH pabOThI
U TOCYJapCTBEHHYIO JIMIIEH3MIO Ha IpaBO OKa3aHUs YCIyr B 3Toll oOmactu. Peanmzanus
aAMUHUCTPAaTUBHBIX MEp M OKCIUIyaTallusl CPEeACTB 3alIUThl JOJDKHA  OCYIIECTBIIATHCS
npodeccrnoHabHO moAroToRIeHHBIMU criermanuctamu I'KY3 «Jletckuii canaropuii « Tomonexy.

O0s13aTeIbHOCTH KOHTPOJIS

[Ipeamnonaraer 00s3aTeTLHOCTE U CBOCBPEMEHHOCTH BBISIBIICHUS M MPECEUCHUS MOMBITOK
HapyIIeHUs YCTAaHOBJIEHHBIX MpaBmil oOecrnieuenust 6e3omacHocT [1J][H Ha OCHOBE HCMOIB3YEMBIX
CHUCTEM U CPEJICTB 3aIUThl HHGOPMAIIMH MPU COBEPIICHCTBOBAHUU KPUTEPHUEB M METOJIOB OLICHKH
3¢ (HEKTUBHOCTU STUX CHCTEM U CPEICTB.

KoHTponbs 3a aesTenbHOCTBIO JHOOOrO MOJB30BaTENs, KaXJOTO CPEACTBA 3alUThl U B
OTHOIIIEHUHU JIFOOOTO OOBEKTA 3aIIHUTHI JIOJDKEH OCYIECTBIATHCS HA OCHOBE NMPUMEHEHHUsS CPEJICTB
OTIEPATHBHOTO KOHTPOJIS M PETUCTPAITUH U JOJDKEH OXBAThIBaTh KaK HECAHKIIMOHUPOBAHHBIE, TAK H
CaHKIIMOHUPOBAHHBIE JICUCTBUS TIOJIb30BaTENICH

6 Mepbl, MeTOBI U CPEACTBa 00ecneyeHUsi TPedyeMOoro ypoBHs 3alIHIIEHHOCTH

Obecnieuenrie  TpeOyeMOro ypOBHS — 3alllUIIEHHOCTH  JIOJDKHOCTH  JIOCTHTAaThCs €
WCIIOJIb30BAaHUEM MEp, METOJIOB U CPeICTB Oe3omacHOCTH. Bee Mephl obOecriedeHus 6€301acHOCTH
UCIIJn noapa3aenstorcs Ha:

— 3aKOHOJATeJNbHBIE (TPABOBHIE);

— MOpaJIbHO-ITUYECKHE;

— OpraHu3aloOHHBIC (A AMUHUCTPATHUBHBIC);
— (usnueckue;

— TeXHUYecKHe (armapaTHble U MPOrPaMMHBIE).
[lepeuens BbIOpaHHBIX Mep oOecnieueHus 6e30macHOCTH oTpaxaeTcs B [Inane meponpustuit
0 00eCTeYeHHIO 3alTUThl IEPCOHAIBHBIX JAHHBIX.

3akoHonare/bHbIE (IPaBOBbIE) MePbI 3AIMUTHI

K IIpaBOBbBIM MCpaM 3alllUTbl OTHOCATCA HeﬁCTBYIOIHHe B CTpPAaHC 3aKOHBbI, YKa3bl U
HOPMATUBHBIC aKTbI, PCrJIaMCHTHUPYIOIIUC IIpaBUJIa 06pa1ueHI/151 C HI[H, 3aKPCINAIOINUEC IIpaBa U
00s3aHHOCTH Y4aCTHUKOB I/IH(1)OpMaI_II/IOHHBIX OTHOILIICGHUM B mnponoecce €< 06pa6OTKI/I nu
HCIIOJIb30BAHHA, a TaKKC YCTAHABJIIMBAIONIUC OTBCTCTBCHHOCTb 34 HAPYHICHHUA OTUX IIPpAaBUII,
MPEIATCTBYA TEM CaMbIM HCIIPABOMEPHOMY HCIIOJIb30BAHHUIO HHH U ABJIAIOMIUCCA CACPIKHUBAIOIIUM
q)aKTOpOM JJIA IIOTCHIO UM AJIbHBIX HaPYLHI/ITGJIeﬁ.

HpaBOBLIe MCPBI 3allIUTEI HOCAT B OCHOBHOM ynpe;xz[alonmﬁ, HpO(l)I/IJIaKTI/I‘-IeCKI/Iﬁ XapakTep
n Tpe6y10T MMOCTOSIHHOM pa3T>}ICHI/ITeJIBHOI>'I pa6OTLI C IIOJIB30BATCIIsIMU H O6CJ'Iy>KI/IBaIOIJ_II/IM
NEpCOHAJIOM CUCTCMEI.

MOpaJ'IbHO-:)TI/I'—IeCKI/Ie MEpPbI 3alIIUTHI

K MopanpHO-3TMUECKMM MepaM OTHOCSTCSI HOPMBI IMOBEACHHUSA, KOTOPHIE TPaJULMOHHO
CJIOKWJIMCh WM CKJIAJIBIBAIOTCA O Mepe pacnpocTpaHeHus OBM B cTpane uim oOmiecTBe. DTH
HOPMBI OOJIbIIEH YacCThIO HE SBJISIOTCA 00s3aTeNbHBIMM, KaK 3aKOHOJATENBHO YTBEpIKICHHBIC
HOpPMAaTHUBHBIE aKThl, OJIHAKO, UX HECOOIOIEHUE BEAET OOBIYHO K MAaJCHUIO0 aBTOPUTETA, MIPECTIKA
YeJIoBeKa, IPYIIbI JHIl WIK OpraHu3aiui. MopaibHO-3THYECKHE HOPMBI ObIBAIOT KaK HEMMCAHbIE
(HarmpuMep, oOLIeNpU3HAHHBIE HOPMbI YECTHOCTH, MAaTPUOTU3MA U T.I1.), TaK U MHCaHBIE, TO €CTh
o(opMIICHHBIE B HEKOTOPBIN CBOJI (YCTaB) MPaBUII WK TPEANUCAHHUMA.



MopaslbHO-9THYECKHE MEpPbl 3alUThl  SBISAIOTCS MNPO(UIAKTUYECKMMH U TpeOyroT
MOCTOSIHHOM  pabOThl MO CO3JAHUIO 3J0POBOTO  MOPAJIBHOTO KIMMaTa B  KOJUICKTHBAX
oApasAciieHu. MOpPaIbHO-ITUYECKUE MEphl 3aIIUTHl CHUXKAIOT BEPOSTHOCTh BO3HUKHOBEHUS
HETaTUBHBIX JICHCTBUI CBSI3aHHBIX C YEIIOBEUYECKUM (PAKTOPOM.

Opranm.aunormme (a}]MI/IHI/ICTpaTI/IBHbIe) MEPLI 3aIHUThI

Opranu3aliuoHHbIe (aIMUHUCTPATUBHBIC) MEPHI 3AIIUTHI — 3TO MEPHI OPraHU3AIMOHHOTO
XapakTepa, periaMeHTupyrone mponeccel (ynkinuonupoBanus WCIIJIH, wucnonas3oBaHUE
pecypcoB UCII[IH, nearenbHOCTh, OOCTYXHBAIOIIETO IIE€PCOHANA, a  TaKkKe  MOpAIOK
B3auMoeiicTBusa moJib3oBateneit ¢ UCII[H Takum

o0pa3om, 4ToObI B HaOOJbILIEH CTENEHH 3aTPYIHUTh MM HCKIIOUYUTH BO3ZMOXHOCThH peau3aluu
yrpo3 6€30MacCHOCTH WM CHU3UTDH pa3Mep MOTEPh B CIydae UX pean3aiui.

['maBHas 1enb aIMUHUCTPATUBHBIX Mep, MPEINPUHUMAEMbIX Ha BBICILIEM YIPaBICHYECKOM
ypoBHEe — cdopmupoBarh Ilonutuky uHpopmannonHoi Oe3zonacHoctd I[I/IH (oTpakarolryro
MOAXO/IbI K 3aIIUTe HH(POpMAaLMK) U 00ECTIEUNTh €€ BINOJIHEHHE, BbIIEIAS HE00X0JMMbIE PECYPChI
U KOHTPOJIUPYsI COCTOSIHHAE JIEI.

Peanmuzarus [Monmutuku napopmanunonHoit 6ezonacHoct [11n 8 UCIIH coctout u3 mep
aJIMMHHUCTPATUBHOIO YPOBHS M OPraHU3alMOHHBIX (MIPOLIETYPHBIX) MEP 3alIUThl HH(GOPMAIIUH.

K agMuHHCTpaTHBHOMY YpPOBHIO OTHOCATCS PEIICHHS PYKOBOJACTBA, 3aTParMBarOIIMe
nestensHocTh VCIIJIH B menmom. Otu pemienus 3akperisitorcs B [lonutuke nHopMannoHHON
6e3omacHocTH. [IpumMepom Takux peuieHuil MOryT ObITh:

— TNpPUHATHE pelIeHus O (POPMUPOBAHUU WM NEPECMOTPe KOMILJIEKCHOM MpOrpamMMbl
oOecneuenus 6e3onacHocty [1/1H, onpeneneHre OTBETCTBEHHBIX 3a €€ Pealn3altio;

— (dopMmyJIMpoBaHHE IIEJICH, MOCTAHOBKA 3a/1a4, ONpe/C/ICHUE HaMpPaBICHUH NeATeIbHOCTH
B obOnactu 6e3omacHoctu I1/1H;

— TNPUHATHE PEUIeHWH MO BOMpOCaM peallu3allud MporpamMmbl O€30MacHOCTH, KOTOpbIE
paccmatpuBatoTca Ha ypoBHe ['KY3 «/lerckuii canatopuii « Tomosiek»B 1e10M;

— obecrieueHne HOPMATUBHOM (TIPaBOBOi) 0a3bl BOMPOCOB OE30MACHOCTU U T.II.
[lonutuka BepxXHEro ypOBHS IOJDKHA YETKO OYEPTUTh c(epy BIUSHUS UM OTpaHUYCHUS
npu  ompeneneHud 1ened Oe3omacHoctu [I[lH , omnpeaenuTs KakuMu —pecypcamu
(MaTepuanbHble, IEPCOHA) OHU OYAYT JOCTUTHYTHI U HAWTH Pa3yMHBIH KOMIIPOMHCC MEXIY
MpUEMJIEMBIM YPOBHEM 0e30macHOCTH B pyHKIoHaTbHOCTRI0 MCIT/IH.

Ha opranuzaninioHHOM ypOBHE OIpeNeNsIFoTCs MPOLEayphl U IPaBHiia JOCTHXKEHUS LieJe u
pemenus 3aaay [lommtrku nadopmanronHoi 6ezonacHocTH [1J[H. DTH paBuIa ONpeaesoT:

— KakoBa 00JacTh IPUMCHCHHS ITOJITUTUKHU 0e301IacHOCTH HI[H,

— KaKOBbLI pPOJIKM H 0053aHHOCTHU JOJDKHOCTHBIX JIMI[, OTBCYHAIOIIHMC 3a IIPOBCIACHHC
MMOJIMTUKHU 0€30I1aCHOCTH HI[H, a TaK XK€ UX YCTaHOBUTb OTBETCTBCHHOCTD;

— KTO uMeeT npasa gocryna K [1/1H;
— KaKMMH MEpaMH U cpeAcTBaMu obecrieunBaetcs 3amuta [1/]H;

— KaKUMH MCEpaMHu U CpEACTBAMU oOecreunBaeTcs KOHTPOJIb 34 CO6J'IIO,[[CHI/IGM BBCIACHHOI'O
peiKumMa 0E30ITaCHOCTH.

Opranmaunonnme MepPbI D0J/IKHbI:

— IMIpeayCcMaTpmuBaTb pEerilaMCHT I/IH(i)OpMaI_II/IOHHBIX OTHOH.IGHHfI, HUCKIIOYaromux
BO3MOKHOCTb HCCAHKITMOHUPOBAHHBIX JIECTBUI B OTHOIIICHUH 00BEKTOB 3alllUThI;

— OIpEACNATh KOAIUIMOHHBIE U UEPAPXUYECKUE INPUHLMIBI U METOAbl pa3rpaHUYCHUS
nocryna x IT/1H;
— OIpEeACIATh HOPSA0K paboTbl ¢  MpOrpaMMHO-MaTeMaTHYeCKUMHU u

TCXHHUYCCKHUMHU (annapaTHHe) cpeaAcTBaMu 3alllUTbl MW KPUIITO3AIUTBI W APYIrux 3allUTHBIX
MCXaHU3MOB,;

— OpraHnu30BaThb MCPBI HpOTHBOI[CfICTBHSI HCI[ IIOJIB30BaTCIIIMU Ha oTalnax
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ayTeHTU(UKAIINK, aBTOPU3ALUH, UICHTU(DUKAIINH, 00ECTICUNBAIOIINX TApaHTHH peaTu3alliy MpaB
Y OTBETCTBEHHOCTHU CYOBEKTOB MH()OPMAIIMOHHBIX OTHOIICHUH.

OpFaHI/I3aHI/IOHHbIC MCPBI JOJDKHBI COCTOATD U3:
— peryiamenTa joctyna B nomemenus UCIT/Ix;

— MOPSAJOK JOIYCKa COTPYIHUKOB K ucnoib3oBanuio pecypcoB UCIIAn I'KY3 «/lerckuit
caHaropuil «Toronex»;

— periiaMeHTa IpOIEeCCOB BeJACHHUsA 0a3 MaHHBIX W OCYIIECTBJICHUS MOAU(DUKAIIH
MH(POPMAIIMOHHBIX PECYPCOB;

— perilaMeHTa MpoIeccoB OOCTY)KUBAaHUS U OCYIIECTBICHHS MOJU(PHUKALINN allapaTHBIX U
nporpaMMHbIX pecypcoB UCII/IH;

— uHcTpykiuid mnosb3oBatene WCII[In (agmunuctpatopa WCII[IH, aamuHUCTpaTtopa
6e3omacHoctH, onepatopa UCII/IH);
— HUHCTPYKLUS M0JIb30BATENS IPU BOZHUKHOBEHUH BHEIITATHBIX CUTYaIIH.

dusnveckue MEPLI 3aIMTHI

DU3NYECKUE MEPHl  3aIUTHI OCHOBAaHBI Ha TMPUMEHECHHUH pazHOro  ponaa
MEXaHUYECKHUX, 3JIEKTPO- WIn 3JIEKTPOHHO-MEXAHUYECKUX YCTPOUCTB u
COOpYKEHH, CIIEIMATIbHO  MpEeIHAa3HAYEHHBIX UL CO3JIaHUs (bU3IIEeCKIX

MPEMSITCTBUI HAa BO3MOKHBIX MYTSIX MPOHUKHOBEHHUS M JOCTYIA MOTEHIMAJIbHBIX HAPYIIUTEIEH K
KOMIIOHEHTaM CHCTEMbl W 3alliiaeMod WHPOpMAIMK, a TaKKe TEXHUYECKUX CPEJICTB
BHU3YaJIbHOTO HAOJIO/IEHNS, CBSI3W U OXpAaHHOM cUrHanmu3anuu. Ousndeckas 3amura 371aHui,

MTOMEILIEHUH, 00BEKTOB U CpeacTB HHpOpMATH3ALUT JOJDKHA  OCYILLECTBIISITHCA
MyTeM YCTAaHOBIJIEHUS COOTBETCTBYIOIIMX IOCTOB OXpaHbl, C IMOMOIIbIO TEXHUYECKUX CPEICTB
OXpaHbl UM JIIOOBIMUAPYTUMHU  cIloco0amu, NpEeIOTBpalalONIUMUA WK CYIIECTBEHHO

3aTPYOHSIONIMMH  TPOHUKHOBEHHE B 3/aHHE, IIOMEIICHHWS TOCTOPOHHMX JIML, XHUIICHHE
nH(OPMALIMOHHBIX HOCUTENEH, CAMHUX CPEJICTB HH(DOpMATH3AINH, UCKIIIOYAIOUIUMH  HaX0XICHHE
BHYTPHU KOHTPOJIHPYEMOH (OXpaHseMOil) 30HbI TEXHUUECKUX CPEACTB Pa3BEIKH.

AnnapaTtHo-nporpaMMHuble cpeacTsa 3ammThbl [1/{n

Texnuyeckue (anmmapaTHO-MPOTrpaMMHBIE) MEpbl 3alIUThl OCHOBaHbl HA HCIOJIB30BAHHUU
Pa3JIMYHBIX JIEKTPOHHBIX YCTPOMCTB U CHELUANBHBIX IporpaMM, Bxomsaumx B coctaB UCIIIH u
BBITIOJIHSAIOUIUX (CAaMOCTOSITENIbHO WJIM B KOMIUJIEKCE C JPYIrUMH CpeACTBamMH) (PYHKIUU 3allUThI
(upenTuUKaLKUIO W ayTeHTU(UKALMIO TOJb30BaTesiel, pa3rpaHHYEHUE O0CTylla K pecypcam,
perucTpaluio coObITUN, KpUNTOTpadudecKoe 3aKpbITHE HHPOPMALIUH U T.1I.).

C yuetom Bcex TpeGoBaHuil u mpuHLIUIOB oOecnieueHus: O6ezonacHoctu [1Jn B UCIIH mo
BCEM HAIMpaBICHUSAM 3allUThl B COCTaB CHUCTEMBI 3aIIUTHI JIOJKHBI ObITh BKIIIOUEHBI CIICIYIOLIUE
cpencTaa:

— cpeacTBa UICHTU(DUKAITIN (ormo3HaBaHUs) u ayTeHTHU(PUKAIIUU
(moaTBepkaeHUS nMoATMHHOCTH) TIonb3oBaTenei MCI/Ix;

— CpEICTBa pa3rpaHUYEHUs JOCTyNa 3apeTMCTPUPOBAHHBIX  I0JIb30BATENIEH CHUCTEMBI K
pecypcam UCITIn I'KVY3 «/lerckuii canatopuii «Tononek»;

— cpeacTBa o0ecrneyeHus W KOHTPOJS LETOCTHOCTH MPOTPaMMHBIX M MH(POPMALMOHHBIX
peCypcoB;

— CpeACTBa ONEPATUBHOTO KOHTPOJIS U PErUCTpaliy COOBITHI 0€301MacHOCTH;

— Kpunrorpaduyeckue cpeactsa 3amutsl [1/1H.

YcnenrHoe npuMeHeHHe TEXHUYECKUX CPEJICTB 3alllUThl HA OCHOBAaHUH NMPUHIMIIOB (pa3zen
5) nmpeamosiaraeT, 4YTO BBINOJHEHUWE TEPEUUCICHHBIX HWXKE TpeboBaHUIl obecreueHo
OpraHU3allMOHHBIMU  (aAMUHUCTPATUBHBIMH) MEpaMH U  HCHOJb3YeMbIMH  (U3UUYECKUMHU
CpEICTBaMH 3aIUTHI:

— obecrieyena uszmdeckas 1eaocTHocTh Beex komnoHeHT CTT/IH;



— Kaxapli cotrpyaHuk (monws3oBarens WCII[H) wnm rpymnma mnoib3oBarened HMeeT
YHUKQJIbHOE CHUCTEMHOE HUMS M MHUHMMAJIbHO HEOOXOJMMBIE ISl BBIIOJIHEHHS UM CBOMX
(GyHKIMOHATBHBIX 0053aHHOCTEH MOJIHOMOYHS TI0 IOCTYILY K PeCypcaM CUCTEMBI;

— B UCIOn T'KVY3 «/lerckuit canaropuii «Tomnonek»pa3zpaboTka U OTJIaJlKa MPOrpaMm
ocymiectBisiercs 3a npeaenamu UCIIJIH, Ha uCTIBITaTENbHBIX CTEHAAX;

— BCE HU3MEHEHUS KOHQUIYpalUHW TEXHHYECKUX M mnporpaMMmHbix cpencts HWCII/In
IIPOU3BOJIATCS CTPOrO YCTAHOBJIEHHBIM MOPSAKOM (PErHCTPUPYIOTCS U KOHTPOJUPYIOTCS) TOJIBKO
Ha OCHOBaHUU pacnopsbkeHuid pykoBojictBa ['KY3 «/lerckuit canatopuii «Tomomnexy;

— cereBoe 00OpynoBaHWE (KOHIIEHTPATOPBI, KOMMYTATOPBI, MapUIpPyTH3aTOPhl U T.IL.)
pacrionaraercsi B MecTax, HeJOCTYITHBIX U MMOCTOPOHHUX (CTIEIUANBHBIX MMOMEIIEHHIX, MIKadax,
U T.IL.).

— cnenuanuctoM no 3amute uH@opmanmu ['KY3 «Jlerckuit canaropuit «Tomonex»
OCYIIECTBJISICTCS ~ HENPEPBIBHOE  YIPaBJICHUE W aJMUHUCTpAaTUBHAas  MOJJEp)KKa
(YHKIIMOHUPOBAHUS CPEACTB 3AIUTHI.

7 Koutpoasb d3¢ppextuBnoctu cucrembl 3ammThl UCIIIu I'KY3 «/leTrckuii canaropuii
«Tomosex»

Kontpons sddexkruBroctu C3II/IH nomkeH ocyliecTBIsSETCS HAa MEPUOJAUYECKO OCHOBE.
enbto KOHTPOS 3 PEKTUBHOCTH SBIISETCS CBOEBPEMEHHOE BBISIBJICHHE HEHAUIEKAIINX PEKUMOB
pabotet  C3II[IH  (OTKIIOYEHHE  CpPEACTB  3alllUThl, HapyUIeHHE  PEKUMOB  3aIlIUTHI,
HECAaHKIMOHHUPOBAHHOE HW3MEHEHHWE pEeXHMMa 3alluThl MU T.I.), a TaK IPOrHO3UPOBAHHE W
MIPEBEHTUBHOE pearupoOBaHKUE Ha HOBBIE yrpo3bl Oe3omacHocT [1/1H.

KoHTpons MoOXeT mNpoBOAWTHCS Kak aaMuHuUcTpatopamu Oeszomacnoctu  UCIIH
(omepaTUBHBIA KOHTPOJL B mpoliecce mHbopmanroHHoro B3aumonericteusi B UCIIH), Tak u
MIPUBJIEKAEMBIMU I 3TOH 1€ KOMIIETEHTHBIMU OPraHU3alUsIMU, UMEIOIIUMHU JIUIIEH3UIO Ha 3TOT
B AesaTenbHoCcTH, a Takke PCTIOK Poccun n ®Ch Poccun B pefenax ux KOMIETECHIINY.

KoHTponb MOXKET OCyIIEeCTBISATHCS aJIMUHUCTPATOPOM O€30MAaCHOCTH KaK C MOMOIIbIO
HITaTHBIX CPEJICTB CUCTEMBI 3auThl [1/IH, Tak ¥ C MOMOIIBIO CHeNUaIbHBIX MPOTPAMMHBIX CPE/ICTB
KOHTPOJISL.

Onenka ¢ dekTuBHOCTH Mep 3amuThl [1/{H TpoBOANTCS € UCMOJIB30BAHUEM TEXHUYECKUX U
MIPOrPaMMHBIX CPEJICTB KOHTPOJISL Ha IPEIMET COOTBETCTBHSI YCTAHOBICHHBIM TPEOOBAHUSIM.

8 Cdoepnl oTBeTcTBeHHOCTH 32 Oe30nacHocTh [1/[H

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTpOJb Haja olecreyeHueM O0e30IacHOCTH
IIEPCOHAIBHBIX JaHHBIX sBisieTca pykoBogutenb ['KY3 «Jlerckmit canatopuii «Tomonex».
PykoBoauTenp MOXKET JelerupoBaTh 4YacThb IOJHOMOYMM 1O oOecrneyeHHio Oe30IacHOCTH
IIEPCOHAJIbHBIX JaHHbIX.

Ccdepa 0TBETCTBEHHOCTH PYKOBOJUTENS BKIIIOYAET CIIEAYIOLINE HAMpaBJIeHUs] o0ecTiedeHus
oe3onacHoctu I1/1H:

1) Tnanuposanue u peanusaiys Mep no obecrnedenuto 6esomacHoctu I1]1n;

2) Ananus yrpo3s 6esomactoctu ITIH;

3) Pa3paGoTKy, BHeApeHHE, KOHTPOJb MCIONHEHHS M TOUIEPKAHHE B AaKTyalbHOM
COCTOSIHMM IIOJUTHUK, PYKOBOJICTB, KOHIIECHIUMI, IPOLEAYp, PETIaMEHTOB, HHCTPYKLUU U APYTrUX
OpraHU3aIMOHHBIX JOKYMEHTOB 10 00eCTe4eHn 0 0€301aCHOCTH;

4) Kourpons 3ammmensoctd UT uadpacTpykTypsl oT yrpo3 Ub myrem:

— oOydenus u uHpopmupoBanus nonszoBateneit UCIIAn, o nopsake padoter ¢ I1H u
CPEICTBAMHU 3aLIUTHI;

— IPENOTBPAILLCHUs, BBIABICHUs, pPEarupoBaHUsl M  PACCICNOBAHMS  HAPYLICHHUU
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6e3omacuoctu [1/1H.

[Ipu B3aUMOJEHCTBUU CO CTOPOHHUMH OPTAHM3ALUSIMH B CIy4asX, KOTJa COTPYIHUKAM
ITHX OpraHu3alil MPEAOCTaBISAETCS JOCTYl K OOBEKTaM 3amuThl (pazmen 3), ¢ ITUMH
OpraHM3alusIMU  JIOJDKHO OBbITh 3akimroueHo «CormameHue 0 KOHOUACHIUATBLHOCTHY, JHO00
«Cornamenue o cobmoaeHnn pexuma 6e3omacHoctu [1J[n npu Beimosinennun padot B UCIIda».
[ToAroTOBKA THUIIOBBIX BAPUAHTOB THX COTJIANICHUH OCYIIECTBIISIECTCS COBMECTHO C FOPUIUICCKHM
OT/IETIOM.

9 Mopaeab HapyImuTeJisi 6€30MacCHOCTH

[Ton napymmrenem B 'KY3 «Jlerckuii canatopuii «TomoJiek» MOHUMAETCS JIUI0, KOTOPOE B
pe3ynbTaTe YMBIIUIEHHBIX WM HEYMBIIUIEHHBIX JI€HCTBUH MOXET HaHECTH yiiepd oObeKTam
3amuThl (pazaen 3).

Hapymmrenu mnopapasnenstorcss no mnpusHaky npuHamnexHoctu k MCIIn. Bcee
HapYIIUTEIH AETATCS Ha JIBE TPYIIIIbI:

— BHEUIHUE HapymuTenu — (Qu3nueckue Julla, HE HMEIIWe IpaBa NpeObIBaHUSA Ha
TEPPUTOPUU KOHTPOJIHMPYEMOH 30HBI, B TIpeiesax KoTopoit paszmeraercst ooopynoBanue UCII/IH;

— BHYTPEHHHE HapylmuTenu — (GU3NYECKUe JUIa, HWMEIOIIUEe MpaBo MpeObIBaHUS Ha
TEPPUTOPUN KOHTPOJIMPYEMOI 30HBI, B Ipeiesax KoTopoil pasMeniaercs obopyaoanue UCII/IH.

Knaccudpukanuss Hapymutenedt mnpeacraBieHa B Mojenu  yrpo3  0€30macHOCTH
MEepCOHABHBIX JaHHbIX Kaxaou MCIT/IH.

10 Moaeanb yrpo3 6e30nacHoOCTH

Hnsa UCITu T'KY3 «/lerckuii canatopuii « Tonosiek» BBIACISIIOTCS CJICAYIOIIME OCHOBHBIE
KaTeropuu yrpo3 6e30MacHOCTH MePCOHATbHBIX JaHHBIX:

1) VYrposbl OT yTeuKH MO TEXHHYECKHM KaHAJIaAM.

2) Yrpo3bl HEeCAaHKIIMOHUPOBAHHOTO A0CTYNA K HH(OpPMALKH:

— Yrpo3bl YHHUUYTOXKECHMS, XulleHus anmapatHbix cpencts MCII[AH HocuTeneld wuH-
dhopmaruu myreM gusnueckoro noctyna k snementam UCIIJIH.

— Yrpo3bl  XWINEHHSA, HECAHKIHOHUPOBAHHOW MOIUUKAMU WM  OJOKHUPOBAHUS
uHpopmanuu 3a cyer HecaHKuuoHupoBanHoro noctyna (HCJ]) ¢ mpumeHeHueMm mnporpamMmHO-
anmnapaTHBIX ¥ MPOrPaMMHBIX CPEACTB (B TOM YHUCIIE IPOTPaMMHO-MAaTeMaTHYeCKIX BO3ACHCTBUN).

— yrpo3bl HE MpeAHAMEPEHHBIX NEHCTBUI MOJb30BaTENell M HapyIIeHWH 0e30MacHOCTH
¢byukuuonuposanus UCI1/In u C3I1/IH B ee coctaBe u3-3a cO0€B B MPOrpaMMHOM 00ECIEUEeHUH, a
TaKKe OT Yrpo3 HEaHTPOMOreHHOro (cOOeB ammaparypbl U3-3a HEHAJIE)KHOCTH 3JIEMEHTOB, cOOeB
AIIEKTPONUTAHMS) U CTUXUIHOTO (yIapOB MOJIHUH, MOXKapOB, HABOJHEHHH U T.II.) XapakTepa.

— yIpO3bl IPEIHAMEPEHHBIX IEHCTBUI BHYTPEHHUX HApyLIUTENEH.

— yIpO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIA M0 KaHaJlaM CBSI3HU.

Onucanue yrpo3, BEpOATHOCTh UX pealn3allii, OMIACHOCTh U aKTyaJIbHOCTh MPEACTABICHbI
B Mojenu yrpo3 6€30macHOCTH NepCOHANbHBIX JaHHBIX Kaxkaoit UCII/IH.

11 Mexanu3m peasusanuu Konuenuun

Peanu3anus KoHuenuu n0mKHA OCYIIECTBISATHCS HA OCHOBE MEPCIEKTUBHBIX MPOTPaMM H
TJIAHOB, KOTOPBIE COCTABIISIOTCA HA OCHOBAaHUH U BO UCTIOJTHEHHE:

— (enepanbHBIX 3aKOHOB B 00macTu obecrieueHus WHGOPMAIMOHHON O€30MacHOCTH U
3aIUThl THGOPMAIIH;

— mnoctaHoBieHuil [IpaBurensctBa Poccuiickoii @enepanuu;

— PYKOBOJSIIHMX, OPTaHU3ALMOHHO-PACTIOPSIIUTENBHBIX M METOJWYECKUX JTOKYMEHTOB



®CTOK Poccun;
— notpebHocteit UCII/IH B cpeacTBax obecneueHust 0€30MacHOCTH HHPOPMAIIUH.

12 O:xupaemsiii 3pdexT oT peanusanuu Konuenuuu

Peanuzanus Konnernuuu 6e3onacuoctu [1/1n 8 UCII/IH mo3BosUT:

— oueHuth cocrosiHue Oe3omacHoctr wuHpopmarmu WCIIH, BBISIBUTH HCTOYHHKH
BHYTPEHHUX M BHEIIHUX YIpo3 WHGOPMAIMOHHON O0€30MacHOCTH, OMPEACIHTh NPHUOPHUTETHHIE
HaIpaBJICHUS IPEIOTBPALLICHUS, OTPAKEHUS U HEUTPATU3aLUU 3TUX yIpoO3;

— pa3paboTarh  pacnopsiAUTeNbHbIE M HOPMAaTUBHO-METOAMYECKUE  JOKYMEHTBI
npumenutensHo k UCITJH;

— mposectu Kinaccudukanuio u ceprupukanno UCI/x;

— IPOBECTU OPraHU3aALMOHHO-PEKUMHBIE U TEXHUYECKHE MEPONPUSITUS MO 00ECTIEUYEHHUIO
6e3omnacuoctu [11n 8 UCIIH;

— o0ecneynTh HEOOXOIMMBIN YPOBEHb 0€30MMaCHOCTH OOBEKTOB 3aIUTHI.

Ocy1iecTBieHHe ASTHUX MEpPONPUATUN O00ECNeYUT CO3/aHue €IUHOM, LEJOCTHOW H
CKOOPJIMHUPOBAHHOM cucTeMbl HHpopmMarronnoi 6e3onacuoctr UCII/IH 1 co3mact ycmoBus ajst
€€ JAIbHENIIIEr0 COBEPIIEHCTBOBAHN.
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